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Management summary

Introduction

The focus of this project is the prevention of, aedponse to calamities on board (sejni
autonomous vesselgeside the prevention and respondeasalso the safety, sustainability and
efficiency of arautonomous vessel len researched.

Problem description

On board a vessel there are many different oatses that can occuBecause not every calamity is
the same, it cannot be all dealt with in the same way. Thahig the following calamities and
potential calamities have beenesearcledin this report:

fire on board calamities involving cargo, pisacybercrime, pcoming weather conditionship not
under commandind gounding.

Besidesresearchon (potential) calamitieshasalso benlooked at (potential) solutions for Search
and Rescue operations and making the autonomous vessel redundant agdféail

Objective
The aim of this project will be to find a solutitmprevent and respond toalamities on board
autonomous vessels.

Conclusion i X X i
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Removing the human factor from autonomous vessels does not mean calamitiegstvoccur

anymore. However, withoutrewon board, calamities have to wesponded tan a different way.
Devices, systems and robots have to be designed, adjusted and/or @olysadhey can replace the
human on board. This also includes being resistant against calamities itself. For example: protected
against fire, flooding, cyber and/or pirate attacks, etcetera. Furthermore, the systems or devices
have to be designed in suchway thatthey areredundant and faikafe.

Recommendation
Before the autonomous vessel can be taken into full operation, more research hagitmb. This is
because it is aew and unique concept, which has never been looked at before.

More research hs to be done regarding:

The effectiveness of software and hardware updates foboard computers;

The protection against cybercrime board autonomous vessels;

The use and costs of robots against fires;

Cargo calamities involving other cargo tlamtainers for instance dry bulk

The use of drones against piracy with the necessary regulations

The cost®f autonomous weather stations and implementation of maintenance worldwide
Further field testing of the ICARIUS project;

The implementation and s of the emergency ship towing system;

The making of a faflafe and faisecure autonomous vessel;
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Preface

This project report will describe, prevent and solve the possialamities that could occur on board

(semi) autonomous vessels. These calamities can be phyigiedfire or grounding, but this report
alsoincludesa Yy Sg¢ OF fFYAGASE fA1S Oeé oS NaeNMiyBsedrdfbR ( KS
beendone by Jeen van Delft, Coen van lersel, Arjan de Koning andBerivan Wilgen. We are all
studying for the profession of Maritime Officer at the Rotterdam Mainport University of Applied
Sciences. Our supervisor of this project is Mr. van Kluijven, mentor @ifshgear and English

teacher with many years of experiengaidingreports.

A number ofbig companiesuch as RlIs Royce and DNV Gioupare currently busy witlesearch
studies about theautonomous way of shipping. This means that the vessebwilperated from
ashore or with only a controlling factor from ashoFar yearsautonomous sailing waseen as
impossible, howevetonceptdike these are becoming more realistic every day.

Our special thanks to
Mister P.C. van Kluijven for supervising &etping us with our research.

Mister R. Rozeboom from the Koninklijk Nederlands Meteorologisch Instituut for supplying us with
information about weather detection, weather bulletins and the automatic weather station.

Kapitein ter Zee N. Woudstra fromehRoyal Netherlands Navy for supplying us \giheral
information about theanti-piracy mission in Somalia and Operation Ocean Shield, as well as his
opinion/vision on the prevention and protection of piracy against autonomous vessels.

December 27, 2016

Joren van Delft, Coen van lersel, Arjan de Koning;Jervan Wilgen
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1. Introduction

Centuries ago mastarted to sail across the seas. Since that titthhey have beendokingfor better
and faster way#$o cross hese seasDuring e last century many technological advanbase been
made inthe shippingindustry. The standat crewon board a shipvent fromaround30 seafarerso
nowadaysnot more thanl5 seafarersThe next step in tis process will be to implement
autonomous sailingThese ships are callalitonomousvessels. The vesseldll be sailedrom
ashorevia satellite or even totally unmanned when the whole processiisrmous

The focus of this project the preventionof, and responsdo calamities @ boad (sem)
autonomous vesselg&urthermore, will the safety, sustainability and efficiency of an autonomous
vessel be researched.

1.1 Problem description:

On board a vessel there are many different calamities that can occur. Because not every calamity is
the same, it cannot be all dealt with in the same way. That is why the following calamities and
potential calamities will be research in this report:

fire on board, calamities involving cargo, piracy, cybercrime, upcoming weather conditions, ship not
under command and grounding

Besides research on (potential) calamities, has also been looked at (potential) solutions for Search
and Rescue operations and madsithe autonomous vessel redundant and-ife.

Since this report is about unmanned shippititg list of camities that can occur wigrow. Since
autonomous vessels will be connected to the maritime cloathroities as cybercrime will become a
greater problemThe calamities that can occunananned vessellso posea problemon board
unmanned vessel3.he challengen board unmanned vessels is how to tackle these calamities with
no personal on board.

Fireon boardautonomous vesselsill posea problemwhenno seafarersare on board to extinguish
the fire, this couldeadto catastrophic situations like a ves$gly’ @i R S NJ O and YayifeRegen
grounding

Calamitiesnvolving cargmn board autonomous vesls caread to damag®f the vessebnd/or
cargo.

Piracy will be a problem when autonomous vessels sail into pimggstedareas. This can lead to
hijacking of the vesel and steatig of cargo. Wh no crew or securityon board to protect the vessel,
pirates can executesell planned and prepared hijackings.

Due to the fact that amutonomous vessel is unmanngtie vessel is less capable to assist during
Search and Rescue operations. This could potentially increase the loes af sea.

For years the IMO has made a Wsth causes for accidents on board seamgpiessels. One of the
reasorsfor loss shimndloss of life istill upcomingadverseweather conditions(Allianz Global
Corporate & SpecialtyBecause of the fact that there are no sea&fia on board autonomous vessel
whichcan respond to upcoming weather conditiomsmputershave to benstalled tofulfil this
important task

A solutionto thesecalamitieswill be to make all the systems on board the autonomous vessel
redundantand gply a failsafe. Thisvill lead to asafer aml more eliable vessel
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1.2 Problem definition:
Autonomous sailing can cause calamities.

1.3 Objective:
The aim of this project wible to find a solution on how calamities on board autonomous vessels can
be preventedandresponded to.

1.4 Main -question & sub questions :

1.4.1 Main question
How cancalamitieson boardautonomousvesses be preventedandrespondedo?

1.4.2 Sub-questions :
1. How can cybercrime oboardanautonomous vessel be prevented and responded to?
2. How can fire orboardan autonomous vessel be prevented and responded to?
3. How can calamities involving cargo on board an autonomous viessgkevented and
responded to?
Howcan piracy on autonomous vessbk prevented and responded to?
How can autonomous vessealnticipate or respond to upcoming weather conditions?
How can autonomous vessekspond to SAR operations?
Howcanredundancyon boardan autonomousvessebreventcalamities?
How can grounding be prevented and responded to on board autonomous vessels?
How carfail-safe be implemented ohoard autonomous vessels?
0. How can shipwnersand/or authorities prevent and respond to an autonomd$S 4 a St Qy 2 {
dzy RSNJ O2YYIl yRQK

BOo~NO A

1.5 Research methods
This project Project 2 (module code: MAPJ214), consists of two parts. The first part is desk research

9 Articles on the internet;

9 Literature in books;

1 Previous studies/research programs;
1 Patents.

The secongbart is field research

1 Interviewing of experts
1 Interviewing companies
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1.6 Project borders

To meet all the qualities of this research project there will be some project borders defined, these
project borders define the amount of research and development. The following itenmsoivitie
investigated / discussed in this research report:

Calamities Liability after calamities on board autonomous ships.

Cybercrime Situations that can occur after cytmeime and how to respond on
these situations.

Fire Environmental effectafter fire on board autonomous ships.
Cargohandling Environmental effects after loss of cargo.
Piracy Cybercrimethis will be looked at in separate research chapter.

Financial costs

The interest of pirates to attack autonomous vessEts. this
research project it is assumed that pirates still attack autonomous
vessels, the question is how to prevent this.

Will piracy increase or decrease in the fut@r€or this research

project it is assumed that piracy activity will remain at the same level.
It is impossible to give an accurate prediction of piracy activity the
first year these vessels will set sail and after 5 or 10 years.

Autonomous vessels with a speed of 1&kor more and a high
freeboard will not be targeted bypirates.Statistics have shen that
vessel with suclktharacterize are less likely to be attacked by pirates.

Pirates could blackout an autonomous vessel with an EMP (Electric
Magnetic Pulse) theoreticallyElectromagnetic pulse)

Regulations regardindné use of droneagainst piracy

Weatherconditions Financial costs of circumnavigating to prevent damage or dangerous
situations.
SARoperations How to prevent a Search and Rescue situation on board other ships

from occurring.

Redundancy Financiatosts
Grounding Environmentakffects after grounding.
Failsafe Financial costs

BhipnotunderO2 YY Yy R@aaA o0t S aAddz A2y a RNRhgwaio WAKAL) y 2
respondto suchsituations.

Financial costs
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2. Current situation regarding ocean transport
The current situation is easiest to clarify by the use of an example.

This example involves a company that sells cars in Rotterdam. These cars are made in Korea whereas

the iron for these cars comes from Auadia. This means the iron first has to be shipped to Korea,
where it will then be forced into parts for the cars. After these parts are assembled in Korea, the cars
are ready to be shipped to Rotterdam.

Trucks are simply not the best way to transport dansn Korea to Rotterdam becausé the great
distance and the low capacity of trucks. Transport by plane seems a better option, as it is fast and
reliable. However, there are two huge disadvantages of transport by piac@mnes at a very high
costand the quantity that can be transported is relatively small. Of course the best way of transport
in this case is by sea. It is relatively cheap, fairly reliablegegat distances can easily be crossed.

When looked at from an economic point of view, it ig svange that 90% of all trade worldwide is

done by means of shippir{@cheepvaart)The ship thatransportsthe goods from one place to the

other needs to be manned by competent and certified sailors. Nevertheless, companies get more
FYR Y2NB LINRPofSYa NBONMZAGAY3T ySg alAft2NARP® ¢KS
80% of the sailors qugailing kefore the age of thirty{Klok, 2000) The companiearetryingto make

the job more appealing by offeringkeetter salary ad workschedule.

However, ships do not need to sail in such a conventional way. The number of cmararhas

certainly dropped because of automation. Ships could be automated in such a way, that they can sail
with no crew on board. For years this idea seemed impossible but nowadays it has become more fact
than fiction. Companies like Rolls Royce and BN\Groumre already busy conductingsearches
andtests aroundhe idea ofautonomous shipping.

Given these points, it does not seem that strange at all. When looked at the APM terminal at the
Maasvlakte It Rotterdam, The Netherlandsvhich is fullyautomated, every job is done from an
operation tower in the vicinity. So if it is possible to automate a full terminal, likewise, this will also
be possible for a ship.
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3. Cybercrime

3.1 General
¢ Sub question
How can cybercrime on board an autonommessel be prevented and responded to?

¢Methodology
To answer this sub questiditerature concerning cybercrime and cyber security, as well as the
internet has been used

3.2 The weaknesses of the on board systems

Throughout the twentyfirst centurymanufacturers of GPS, AIS and ECDIS have made their
equipment compliant with almost all bridge equipment. This network of bridge equipment has been
made part of the network of the vessel itself since a few years. The equipment provided to the vessel
will be outdated in roughly 3 to 5 yeafkucy Siegle, The Guardian, 2Q1Rjt most vessels keep

sailing with this equipment until the vessel or the equipment breaks down. This leads to the on board
equipment that is in most casesiwated. This is because of the lack of proper care and

understanding of the maintenance they require. Therefore, they are becoming the weakest link in
the on board digital computer system, that is in most cases connected each other and to a satellite
conrection without protecting the network properly against external influences. To add all

influencing factors up, the older the system becomes, the greater the chances are a computer will
break down due to dust, age, viruses or hackers. So it is vital thawand systems are updated

regularly and replaced when manufacturer deem this neces¢BortIT, 2016)

3.3 Identifying the cybercrime threat

The risk of losing a vessel caused by a cybercrime is growing by the minute. [fhésrdaat bridge
systems and engine room systems rely more and more on the use of on board computers. Most of
them outdated but filled with information about the vessel and the equipment on board. Due to the
growing digital systems on board that are oected to one another and the great demand of the
office to get information from the vessel, most vessels are connected to the internet. This kind of
exposure to the outside world can also be used against the vessel by means of cybercrime.
There are numeras ways of creating a window for the crime committers to get entry to the network
of the vessel. Most personal computers lomard are poorly maintained if it comes to aftius

software or operating systems. From the moment they connect to the shipbaatwdonk by means

of their own laptop, tablet, Smartphone or USB they can cause open doors for unwanted guests.

Due to the lack of proper internet dsoard most connections are not fast enough to transfer large
amounts of data in a short amount of time. Baimce the start of the Zicentury improving the

speed of the vessels network has been on the list of many shipping companies. The reason behind
this is the improvement of oboard equipment and the request of the companies behind the
equipment to getfeedback. To process this feedback as duiak possible, most equipment

companies have a large staff that process the feedback and inndvatsoftware behind the

system, his resulting in an update for the dioard equipment available on CD but alsaasipdate
downloaded from the internetThe problem is that the internet connection is not sufficient for the
update, so the on board internet connection to the satellite will be improved neglecting the security
of on board computers.

Most on board compurs are built in since the build of the vessel and are only renewed if they break
down or become a bottle neck in the on board system due to screen freezing when asking too much
of the computer or the hardware becomes outdated and cannot comply with timénmaim

requirement of the software supplier. By neglecting proper care for the on board computers such as
well updated antvirus software and a good running computer, on board systems become vulnerable
to cyberattacks and intrusiongGlobalSecurity, 2015)
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3.4 Creating the DIGITAL CITADEL

3.4.1 The boundaries of outside signals

In the progress of creating an autonomous vessel, the vessel will need to be configured in such a way
the vessel does not require signals from the édsworld during the voyage. Because every signal

that the autonomous vessel requires from the outside to control the system or its components can

be tempered with. This tempering can happen deliberately by means of cybercrime, but occasionally
it will happen just by a malfunction from the inside of the system.

To prevent these signals from outside to have devastating effects on the vessel, the vessel will have
to be instructed manually before departure. These instructions will have everything to deheith

next voyage, alterations to the instruction can only be made within limitations to prevent
interference from outside sources. To keep the instructions for the autonomous vessel to a
minimum, the only input that can be given is:

The destination

Maximumand minimum speed of the vessel (eta)
Anchor areas

Safe harbours along the way

No-go areas

=A =4 =4 =4 =9

With these boundaries that are given to the system, the autonomous vessel can determine its own
course. During the voyage the essential instructions that have baem to the vessel before
departure, can only be altered manually to prevent tempering from outside sources.

3.4.2 The on board system
The on board system will be divided in two separate systems. The first computer system will be the
system that controlshe autonomous vessel by

Sailing the determined route

Checking the environs and reacting adequately
Controlling the power management system and propulsion
Doing basic maintenance of the vessel

Reacting on defects on board, or in the system

Reacting on ancalamities that may occur

= =4 =4 -8 -8 -4

As described above the first computer system will have the daily control over the vessel itself. This
system has a constant connection with a command centre to provide information about the vessel
and its components. The commandntre uses this information to plan the maintenance for this
system since updates and altering the routes can only be done manually to prevent cybercrime.

The second computer system on board is a closed system that is connected with the first sysdem. Th
separate system has no outside connection and can only be updated manually, just like the first
system. The difference is that this system does not control everything on board of the vessel. This
separate system checks all the proceedings of the fystesn. This means that the second system
reacts if an error occurs in the first system. This error can occur by a flaw in the system or by
cybercrime. What the second system does in case of an error is replace the corrupted data with a
backup from its owrsystem. In the case that this does not work the system can take over control

from the first system. The first system will mention this to the command centre that can arrange
technical support in the next harbour. If in any case the first system has bken teer or is

endangering the cargo or the vessel by its decisions, the second system can decide that the vessel is
not capable of continuing its voyage and will shut down the first system. In this case the second
system can continue the voyage, or it aimop anchor or hold position and wait for technical
assistance(Singtel, 2015)
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3.4.3 Delimiting the no go area

As described in previous chapters, instructions have to be given to the vessel prior to the voyage.
During the vogige these instructions can only be alteigayhtly. This means that the new

destination cannot be on a different continent. This is to prevent the vessel from getting in the wrong
hands. The vessel is limited by the manual input to sail to a destiniatiome given area. Along the

way all the land will be a no go aeexcept emergenchiarbours This is to prevent a vessel from

A w s A x

0SAYy3 KA2FO1 SR 2NJ RANBOGSR gNRy3Ate& o0& AyidNHZRSNDAE
This no go area means that the vessel will prevtself from going within these limits. If the
boundaries of the area are exceeded, the vessel will have a limited amount of time to get out of the

no go area. If the vessel is does not succeed it will raise alarm and hold position until support arrives.
This has to be at least 24 miles outside of the nearest coast to avoid dipldssatis

3.5 Conclusion
Before vessels will be able to set sail around the world autonomously, there have to be changes in
the on board system and its protection. The chanidpas have to be made are:

1 Keeping all on board systems up to date in software and hardware
1 Creating a secure on board system with limited input from outside sources

1 Creating boundaries for the on board system, that will trigger the safety switch if exdeed

1 Making a backup system if the first system should fail.

1 Delimiting the nego area to prevent the vessel from being hijacked

This is to create a safe environment against hackers and hijackers, and to ensure that the vessel will
arrive safely in the nextarbour.
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4. Fire on board

4.1 General

¢ Sub question

How can fire on board an autonomous vessel be prevented and responded to?

¢Methodology

To answer this sub gquestiditerature concerning the prevention of fires and fire detection systems,
as wellas the internethas been used

4.2 Introduction

Fire is one of the most dangerous incidents to happen on bogisldhngerous for crew, vessel and,

when not taken action upon, the environment. A fire must be as soon as possible detected and
extinguishedHowever, this is easier said than domeéS OF dz&S || FANB oel aAf & & 2dzyl
compartment to the next. So when a fire is raging within a compartment the surrounding

compartments should be cooled. During thdse fightingoperations the safety of the cve should

be the highest priority.

When a vessel sails autonomdgighe human error will be eraseddm the ship. But with erasing the
human error a part of solution®r extinguishing fires will also be removed from the shipis part of
the research lag the focus on the missing part in the human solution for extinguishing of fires.

4.3 Prevention of fires

2 KSy Al 02 Ybéartolbe safé thawSorryhie Belt way to prevent fire is to tia vessel
with a proactive safety model towardsdirelated deficiencies. To keegcords of tlese deficiencies

a databanks needed This databank should be filled with known incidents/near misses involving fire.
Every incident/ear miss would need a thorougbot cause analysis. When the root causeniswn

the safety model can be agted to eliminate this cause.

When the autonomous vessel starts sailiagjood record should beept. When a newer type of
vessels constructed the previous causes should be taketoinonsideration. Also the maritime
researchers should be encouraged to do more research about this subject. This way edehysna
bit safer with a less chance of fil®mer Soner, 2015)

Another idea is to equip the vessgith an inertgasgenerator, this generatowill supply theengine
roomwith inert gas, which replaces the oxygen in the engine room and prevents explosions and fires
from occurring.

An inert gas is a gas which does not undergo chemical reactions uséeoagiven conditions. The
inert gas keeps the oxygen content in the atmosphere below 5%, thus making any air/hydrocarbon
gas mixture in the too rich (too high a fuel to oxygen ratio) to igiiteert gas, 2016)

Extra design requirements need to be implemented before the inert engine room can become
operational. These lequirements consist of safetgdturessuch adorced ventilationand measuring
devices in case thengine roomhas to be entered by humanas wellas requirements for the engine
design, such as the entrance of scavenging air to the engine itself.

For more information about thaert gas engine roonses the research report ofdpic 5¢
Propulsion and maintenance.
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4.4 Fire detection

Early firedetection is the second bestitig right after prevention. The fire detection system will

detect afire in an yocoming stage. In this stagesteasieto control and extinguishEvery

compartment on board needs to be fitted with a detection system. Willgesult in a coverage of

nearly 100%. Nowadays there are already a lot of different fire detectors on board. However, these
RSGSOGA2Yy aeaidsSvya INB y20G Fdzi2aYFGAO &@Siad . 280K C
CANB 5SSO0 2NI nldN® RAENRA SidQds a¢ K 3SNJ | LI NI 2F GKS
{A3ylLf tNROS&A&a2NE OL{tO0Od ¢KAA LINRPOS&aa2z2NJ 02y (Aydz
algorithm ensures the sensor pattern matches that of a real fire scenario to provithunity against

possible false alarm rates can be seen in figule Implementing this on an autonomous vessel it

will increase the detection rate of fires on boa(Bosch)

| Microprocessor
| featuring Intelligent Signal
Processing (ISP)

Sensors

Temperature

Combustion
gases

Smoke

Figurel ¢ (Bosch)

4.4.1 False alarm

To prevent a false alarm from happening arrangements have to be made on board the autonomous
vessel that can check if an alarm is false or real. This can be done by the CCTV system, but not
everything can be detecteby camera. That why the autonomous vessel has to be equipped with an
autonomous fire detection roboflhis robot is stilin developmentput results so far are promising.

This robot has three kirgbensors availablealight sensora Thermal Infrared &sor(TISanda

proximity sensor. The robot has only a vision width df, 4t to give it more coverage ground whilst
driving, it drives a sinusoidal path. With the use of the proximity sensor it avoids possible obstacles.
The robot also carries a smaktinguisher that can be used for small starting fif@dgleel ur Rehman,
2015)

To demonstrate how this will be implemented a fictional situation will be created.

Fictional situation

A sensor receives input of a high temperature. This sensor will send a signal to the ISP. When the ISP
OKSO1la GKS aArayrft Ad IA@GSa GKS FfFNY 2F | aNBI ¢
robot (FDR) with information which compartmentdbeck. When the robot enters this

compartment it will drive around to check for fires. When a fire is detected it will drive up to it as

close as 30 cm from the flame. With the small extinguisher it will extinguish the fire. When this fire is
extinguishedhe fire detection robot will drive further to check this compartment for other fires.
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4.5 Control and extinguish fires

When a fire is detected it has to be extinguished. There are several methods of doing this unmanned,
for example with sprinkles omather kind of fixed fire suppressing system. This results in a large

area effected by the extinguish medium. Of course the fixed installations are still needed if the fire
grows ta big or uncontrollable within a compartment. The fire detection robot athg has the

capacity to extinguish small fires. However, if a fire becomes bigger there will arise a question for
more extinguishing capacity. A solution for this problem will be a second robot. This is add-talle
Fighting Robot (FFR). This Fire tiighRobot works nearly the same as the Fire DetectimoRbut

has some importantifferences such as better thermal insulation, tldads to an operation

temperature of 700 degrees Celsius. The FFRisaa greater capacity of extinguishers that daa

easily be refilled at a power and refilling station. When necessary a hose can be connected to the
rear of the FFR for continuous fire fighting. With a laser pointer it is easy to see where is aimed at.
The camera used by the FFR a fire can be locatsgit® smoke in the compartment. This is done by
scanning for various wave lengths radiafesin the fire. The disadvantageA f t y2¢ A& AGQa
atomised yet and has to be controlled remotglxlHaza T, 2015)

4.6 Conclusion

A database has to be madéhich contains information abowtalamities involving fireThis database

brings designers and shipbuilders the guidance in desigranstruction of new types of

autonomous vessel, which are improviedavoid previougalamitiesIf despite these preventits a

fire breaks outthe sensoson board the vessetill registerthis and send this to the IS®hich sends

in a Fire Detection Robot (FOIR) 2 KSy (KS FTANB Ol y QaHRréRghtiSgRotary 3 dzA & K
(FR)will be deployed for a bigger extinguishing capacity. If the fire genspletely out of control,

the use of fixed fire suppression systems is needed. The only systah isnot yet autonomous in

this procedure is the FEBut for now this is a saferay than fully autonomous fire fighting.
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5. Calamities involving cargo on board

5.1 General
¢ Sub question
How can calamities involving cargo on board an autonomous viesggkvented and responded to?

¢Methodology

To answer this sub questiditerature concerninghe lashing of cargo on board vessels well as the
internet has been usedAlso has there been contaaiith a specialists of the TU Defftr information
aboutdesigning a device or robta check the tension of the lashing barsritig the ocean crossing.

5.2 Introduction

There are a lot of different cargoes, for this part of the project the research will focus on containers.
This is because MUNK\Maritime Unmanned Navigation through Intelligence in Netwarlsays

that dry bulkand containers are probably the first type of vessels that will sail autonomously.

To prepare the camfor a voyage everything h&s be seafastened This means everything needs to

be lashed in the right way. If this is not done by procedoaego can brealooseand dide
uncontrollablyacross the ship. This will result in collateral damage with dangerous situations for ship
and environment. Nowadays ships are loaded and lashed by men, during the voyage the crew will
check and retention théashing gear.

5.3 Mechanical stresses in maritime transport
Cargo which is transported overseas will always be subjected to forces. These forces cause
mechanical stresses in the vessel itself as well as in lashing gear of the cargo.

{ SOGA2Y MyRDBNVNBNG tAY20KS LahkL[hk! b9/ 9 /2RSS 2F t
Units (CTU Code) clearly states, for example in point 1.1:

G2l 3Sa FNB YIRS Ay I @FNRSGe 2F 6SFGIKSNI O2yRA
forces upon the shipral its cargo over a prolonged period. Such forces may arise from pitching,
NREffAYy3a:Z KSI@PAyYy3AI adzNEBAY3IS &FgAy3a 2N agle&Aiy3a 2N

Point 1.2 continues:

Gt - O1TAYy3a YR aSOdz2NAy3I 2F OF NBE2 siAinRk@sfiaud | / ¢! &
never be assumed that the weather will be calm and the sea smooth or that securing methods used
F2NIE YR GNIYaLR2NL oAttt Ftgleéa oS FRSIdzZ S Fid &8

The acceleration values which have to be anticipated in the maritime transport depeadew
aspect, such as the shape of the surface orsutface of the vessel, its beam, the position of the
centre of gravity and centre of buoyancy as well as similar parameters which determine the
behaviour of the vessel at sea.

The movements of theassel may be divided into three different types of linear motions and three
types of rotational motions, these types of motions are shown in taldad visualized in figur2.

Linear motion Rotational motion
Surging is motion along the longitudinabxis. | Rolling is motion around the longitudinal axis.
Swaying is motion along the transverse axis. | Pitching is motion around the transverse axis!

Heaving is motion along the vertical axis. Yawing is motion around the vertical axis.
Tablel ¢ (IMO/ILO/UNECE, 2016)
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Figure2 ¢ (IMO/ILO/UNECE, 2016)

Vibration from the hull can be transferred to the cargo. The goods will then be exposed to stresses
cause by the extremely low frequency oscillations generated by sea conditions and by higher
frequency machinery and propeller vibration. By using seawasttigping packages, which are fit for
purpose, those risks are avoided.

The absolute acceleration values encountered on board a vessel are not excessively high. In
favourable stowage spaces, those acceleration values may even be considerably lower than those
encountered in land or air transportation. In a great deal of caskshe value stated in tabl@ not

even occur. However, the frequency with which the motion occurs must be kept in mind. When a
vessel encounters a rolling period of 10 seconds, the vessel moves side to side 8640 times a day, this
brings metal fatigue ithe lashing gear due to the constantly changing forces.

Mode of transport: Forward acting Backward acting Sideways acting
oceangoing vessel forces forces forces

Baltic Sea 0.3 g (b) 0.3 g (b) 059

North Sea 0.3g(c) 0.3g(c) 0.79
Unrestricted 0.4 g(d) 0.4 g (d) 0.8¢g

1 g = 9.81 m/sec2. The values mentioned above should be combined with static gravity force
of 1.0 g acting downwards and a dynamic variation of:
| (b)=20.5¢ | (c)=+0.7 g
Table2 ¢ (IMO/ILO/UNECE, 2016)

| (d)=20.8¢

The values stated in the footnotes of the table, (a), (b), (c), describe the accelerations in the vertical
direction. Such accelerations are particularly high in pitching and rolling movements and d¢gan easi
reach 1 g. This is way the CTU packing guidelines state the maximum at 0.8 g. The vertical
acceleration reduces friction forces and increases stack pressure. In3igarean overview be seen

of the acceleration forces which prevail on board a vegBdlO/ILO/UNECE, 2016)

Figure3 ¢ (IMO/ILO/UNECE, 2016)
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5.3 Prevention

A conventional way of lashing a container stack is with the use of twist locks and lashing bars. The
Gorald 2014 R2yQl ySSR lye FiGSyaArAzy 2F (KS ONBy
need attention. This Because of switching forces, ftossible that the lashing bar becomes slack

during the voyage. These bars have to be set back on tension again. Normally this is done by the

crew, but on an autonomous vessel this should be done in another way.

During the field research contact had memade with a specialist of the TU Delft for information
about the forces that can occur on the lashing gear and to design device that is capable to check and
adjust the tension of the lashing bars during the ocean crossing.

5.3.1 Calculations
Because the lashing bar is connected between two hinged points, one on the weather deck and one
on top of the container itself, will it be exposed to bucking forces.

Because it is not possible to calculate the bucking load on a lashing bar in sea owbathgr
conditions, will be a maxima be taken. In the Rules of Classification and Construction, Ship
Technology, Stowage and Lashing of Containers of the Germanischer Lloyd can be found that the
lashing rod needs to have an minimal Safe Working Load (&\®&)Yonnes and the turning buckle a
minimal SWL of 18 tonne&ermanischer Lloyd SE , 2013)

Despite that the Safe Working Load indicates the allowable stresses in the rod and buckle, not the
Minimum Breaking Load (MBL), abecause the turning buckle has the lowest SWL of 18 tonnes will
this data be used for the calculations.

Because the lashing bar and turning buckle are connected between two hinged points. The following
Euler bucking formula can be used:

“ 2020
“O . - =~
0DZ0
Fe | Critical load 18 tonnes (180,000 Newton)
E . 2dzy3Qa Y2Rdz Sa 2NJ St I & Steel: 200 GPa (200,000 N/fjm
I Smallest moment of inertia of the crossction 5-10°m*
normal
K | Attachmentcoefficient 1
L Length of column 2380 mm
D Diameter of column 25 mmA r=12,5mm

But because the critical load is already known, 18 tonnes, this formula becomes unnecessary for the
calculations. The next step is to calculate the maximum allowable stresses of the lashing bars, this is
done by usig the following formula:

O p Yhuma

v § Tip@ OO g
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Since, is known, the next step is to calculate fractional extension or strain and the change in
f Sya3iKe ¢KAa Aa& R2yS o0@& 1221804 tl6 6KAOK Aa

” - Z !O

£ | Maximum allowable stress 8 “Ei' ;

R Fractional extension or strain Unknown

E |, 2dzy3Qa Y2RdzZ Sa 2NJ St I {Steel: 200 GPa (200,000 N/rfjm
lo Original length 2380 mm

3 1 | Change in length Unknown

. . 0B |
” -z200 - ~ P& o 0 T EpTT
) ¢ T3 TU i

By multiplying thdractional extension or strain- with the original length of the lashing bai the
change in length will follow.

Yo &z- colmzZpRpooimpn T @ a

As a conclusion can be said that when the turning buckle is subjected to its critical load of 18 tonnes
(180,000 Newton) a total change in length of only 4.36 mm will occur, this is well within exactable
ranges. In case the forces on the turning buckldéted@bove the 18 tonnes, it is possible that plastic
deformation or fracture occur, these types of deformation are irreversible.
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5.3.2 Container lashing securing device

Since the forces on the lashing bars are constantly changing, the lashing bars become slack during
the voyage. It is essential that these bars are tensioned again, to the right amount of tension, so the
containers stay safely secured on the vessel. Ondoanventional vessels this is done every day by
the crew by hand. But since an autonomous vessel has no crew on board, which can inspected the
tension of the bars, it has to be done automatically.

To achieve a good working system a good overview is rieefithe tension on all the lashing bars. A
possible way to get this working is fitting each lashing bar with a tension meter. This meter will be
connected to a centralperatingpanel. The control panel will check the tensions on the bars. If the
tensionon one of the bars is too low, it needs to be tensioned again.

The idea is to invent an intergraded system of hydraulic cylinddrs weather deckas shown in
figure 4. Each cylinder isonnected to the Bing in which the container lashing barsiscued. In
case the tension of the lashing bar is reduced,dperating systenwill notify the hydraulicpower
pack to startup and presurizethe hydraulic cylinderThis will result intodownwards motionof the
D-ring and retensions the lashing bar to théght amount of tension.

For this system to work it Bssential that every Iing, inwhich a containelashing bar is secured,

has its own hydraulic cylinder. This is because not every lashing bar will become as slack as its
neighbour, which will eventily result into less hydraulic pressure needed for théeresion of the
lashing barThe forces acting on the cylinder are mainly pulling forces, but this is not a prabbem.
example, anydraulic cylinder with a bore of @140 mav,od of @100 mm and maximum working

load of 300 bar can resist a pulling force of 266 kN (26,6 tonnes), this is more than the SWL of the
turning buckle(MTS Cilinders)

An advances of such an intergraded system is that all arrangements aresihi@tieath the
weather deck of the vessel. This saves space on top of the weather deck and ensures that the
equipments is protected against the elements.

A disadvantage of the intergraded system is the cost and maintenance of the hydraulic power pack
andhydraulic cylinders. Another issue which has to be solved is the redundancy of the integrated
system, e.g. in casd a burst of a high pressure hase

HYDRAULIC OPERATING SYSTEM -

POWER PACK (PCIPLC)

Figure4 ¢ (lersel)
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5.4 Response

If containersare not well stowed the forces on the lashing bars could extend above the SWL. This
could result in breaking the bar and let the container starkble over. When this problem would
occur there will banot muchthat can be donenot by men or machine. Aditinal bars can be set on
the cargo but most important is to sail st and safe as possible to an emergepaoit to solve the
problem.

5.5 Conclusion

Calamities involving cargo on board autonomous vessels could best be prevented. This could be
achievedoy regular checks of the tension on the lashing bars. If the lashing bar will become less
G§SyaArz2ySR RdzZNAy3 | @2&l3S || aGSyairzy OKSOlAy3a ae
tensioned. This wilictivatethe re-tension system, which conssaf a hydraulic cylinder. Because of

the downward motion of the cylinder, the lashing bar will beeasioned. Because all arrangements

are installed beneath the weather deck of the vessel, space is saved on top of the deck and the

equipment is protected agast the elements. But further research has to be done in order to make

the integrated system redundant and capable to be equipped on board autonomous vessels.
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6. Piracy

6.1 General
¢ Sub question
How can piracy on autonomous vessels be preventedrasigonded to?

¢Methodology

To answer this sub questiditerature concerninghe piracy conditions nowadaypgrevention and
response to piracy attacks on conventional vessedsyell as the internetas been usedAlso has
there beencontact with speciasts of theRoyal Netherlands Nawapoutthe prevention and
response to piracy attacks and their vision on the protection of autonomous vessels

6.1 Introduction

Head of engineering and technology for the marine division of Roise OS> h & | Ibkleje S O y RS
that in many ways automating a ship should be a lot easier than automating aircraft. For a start, if
something did go wrong, instead of falling out of the sky a drone ship could be set by default to cut its
engines and drop anchor without harmiagyone. As for piracy, with no crew to be taken hostage it

would be much easier for the armed forces to intervene. Of course, more modern pirates might try to

hack their way into the controls of an autonomous ship to take commagfile Economist, 2014)

Mr. Levander has a view related to this subject on piracy, many companies and researchers will share
with him. This is why it is very important to do research on this subject regarding piracy on
autonomous vesselbecause piracy might still be a relevant issue for autonomous vegaglthe

guestion is if pirates still have an interest in autonomous vesselsngtance in 2015 a few (gasoil)
tankers near Singapore & the Strait of Malacca have been hijackeiditahe intention to steal its

cargo/oil. With no crew on board the only matter is to take control of the ship if cargo is the main
target. Of course this does not apply to all types of autonomous vessels for instance bulk carriers but
still these vesselsave fuel on board which can be stolen and transferred to a pirate vessel.

6.2 Piracy nowadays
UNCLOSJhited Nations Convention on the Laws of the) @ea international law regulations at sea.
UNCLOS characterizes piracy very specifically. Articlef 10M@LOS states:
Piracy consists of any of the following acts:
a. Any illegal acts of violence or detention, or any act of depredation, committed for private
ends by the crew or the passengers of a private ship or a private aircraft, and directed:
i. On the hgh seas, against another ship or aircraft, or against persons or property on
board such ship or aircraft;
ii. Against a ship, aircraft, persons or property in a place outside the jurisdiction of any
State;
b. Any act of voluntary participation in the operationa ship or of an aircraft with knowledge
of facts making it a pirate ship or aircraft;
c. Any act of inciting or of intentionally facilitating an act described in subparagraph (a) or (b).
(Fedeli, 2010)

Modern piracy has been a big problem for the maritime transport. In particular major shipping routes
like the Gulf of Aden, Singapore Strait and the Strait of Malacca, Gulf of Guinea and around the north
coast of South America. The last few years have sredecrease in piracy activity for the Gulf of

Aden and the Indian Ocean because of international navy paielgerthelessthis doesnot mean

GKFG LIANI O& R2SayQi 200dz2NJ Fy@Y2NBod
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Pirates often favour small boats to attack cargo ves3blsse are diftult to spot on radar or to be

seen for the lookout. Many times, pirates focus rather than cargo, on taking hostages, the ships safe

and/or personal belongings of the crew. But cargo is a big tagetell In the Malaccatrait and

around Singapore Stitaa number of (small) gasoil tankesgre hijacked last year. The ateremains

2F 0SSy adzy Kl NOmSr& dirateétaizilers 2oyn& along side and the gas oil is transferred to

the pirate vessel(s). In this way it even might look one of the vesselskeiing fuel. (Crime on the

KAIK aSlay ¢KS ¢g2NIRQa Y2ad LANIGSR gl GSNBEZ HAawmn

6.2.1 The four forms of piracy
There are four forms of piracy, namely:
1 Low Level Armed Robbery
1 Medium Level Armed Assault and Robbery
1 Major Criminal Hijack
1 Hijack and Ransom
(Woudstra, 2009)

Low Level Armed Robbery
Low level criminals aiming for a quick loot. They operate in small skiffs and are low level armed as
well. (Woudstra, 2009)

Medium Level Armed Assault and Robbery
Local criminals with an organization structure and taking everything on board of value. They operate
as well in small skiffs but in combination with a mother veg¥@budstra, 2009)

Major Criminal Hijack

Excellent planning, organization and equipment. Very aggressive and they might even use larger
vessels to make them look like authorities. They aim at the bigger profits once they come on board.
Mostly they hijack a vessel and sail itatguiet location. There, the cargo is discharged, the vessel
repainted and is given as well another vessels name and registr@fitoudstra, 2009)

Hijack and ransom (Somalia)

The crew is taken hostage, the vessel is saileahtquiet location near the coast and they contact

the vessels company to demand a ransom. The crew is mostly unharmed because pirates understand
that the crew is their carggWoudstra, 2009)

Once a vessel is under attackhas totake actions according to thBMP (Best Management
Practices, this involvdike making maximum speed, manoeuvring and activating the hoses. If these
I Ol A2ya dlagaiastthepidaeafuanage to get on board, the crew has to gthe

vessels citadellf the crew manage to gento the vessels citadel hostage situation is prevented
Marines cargoon boardof the hijacked vessel and cleiaof pirates.

In casecrew is not (all) safe in the citadel, the pirates can use tasrhostageFrom that point there
is nothing the Royal Netherlands Navy can do. It is better to payatieom, than taking thesk of
the crew getting harmed. For most skivners is the crew, reputation, the vessel and its cargoe
valuable than the ransom whidias to be paid

It is mportant to mention that the ransom can be marked, numbers of the money can be stored in a
database so the money can be traced back. The ransom will come back on the marked by purchases
of the pirates which will show the money fles of the pirates.

All these four forms of piracy can still be applied on autonomous vessel, the only difference is that
there is no crew on board which can be robbed or taken hostage for ransom. Nevertheless, the cargo
on board of the vessel is still velrable.
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6.2.2 Prevention and response nowa days

The IMO Ipternational Maritime Organisatiorhasthe vesse® flag state come up with regulations

for arming the vessel with weapons and guards. Vessels take for instance security on board in Egypt
after the Suez Channel and drop them off in Sri Lafvkaw.imo.org)

The MaritimeSecurity Centre Horn of AfricaliSCHOphas published the BMPBést Management

Practices to Deter Piracy off the Coast of Somalia and in the Arabian S¢avBAicdacontains

important information regarding piracy, actilgsand attacks including prepations to be taken

0SF2NB SYiGSNAy3dI G§KS WIA3IK wial %»2ySQ YR AYyTF2NXI
The High Risk Zone is illustrated in the BMP4 and shows the zone, piracy activity occurs but this book

is usable anywhere in the world dgat piracy.

It is a fact that vessels with a relatively low freeboard and a cruise speed below 15 knotsame a
favourable targefor pirates and are easy to attack. This is a reason the BMP4 contains a chapter
SYGAGE-SRRG$SE FOS hldyb cutdaNgh 6f gossibl& greparations including:

Watch keeping measures including camera, security and lighting advice

Bridge protection measures

Control of accommodation, bridge and machinery space measures

Psychical, water spray and foam monitor reeees

LYF2NXIFGA2Yy NBIFNRAYI YIy2Sdz@NRAYy3IS AKALIQa G2:

=a =4 -4 A -9

(BMP4)Wikipedia piracy)

6.2.3 Difference of piracy for normal and autonomous vessels

The fact that thee is no crew on board autonomous vessels that can be taken as hodtzegenot

change the fact that piracy still occurs and does not guarantee pirates will have no interest in

autonomous vessels. If pirates in the future will attack an autonomous véissadargo or vessel will

0S GKS GFINBSG AyadSIR 2F (F 1 A ysEnownbidtincaZ3eSa @ LG Qa vy
Fdzi2zy2Y2dza GFy 1SN A& FdaGFrO1SR YR AG A& Wy2id dzfF
GK2adl 3Sé o ¢ KN sinbtyerayikar tolc@usedaimassgive environment pollution, they

can still claim a lot of money. To prevent this from happeningnaovativesolution has to béound.
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6.3 Worldwide activity of piracy

6.3.1 Worldwide overview of pirate activity

The website of the IMBlifternational Maritime Bureaushows the worldwide activity of piracy.
Attachedin Appendix 1the full investigation of piracy activity for the period 0f01-2016 until 17
05-2016. Appendix two shows another investigation of the IMB regarding piracy activity during the
last few years. These two investigations show some very interesting faatanebe seen itable 3.

2014 2015 2015 2016

January - December | January- December | January - June Januaryi May 17"
Total incidents | 245 246 134 74
Boarded 183 203 106 50
Fired upon Unknown 1 10
Hijacked 21 15 13 5
Hostages 442 271 250 At least 44

Table3

6.3.2 Somali piracy

Somali piracy activity has been a major problem for the maritime wbrl@009 & 2010 the number

of incidents peaked around 180 with 51 hijacked vessels in 2010, as can be seen in diagram 1.
Differentfigures appear on the internet, but they are all based on the numbers of the IMB. This
difference in figures is probably due to the investigated area of the different investigations. After all,
the antipiracy measures last years have made a huge decindbese statistics of activity.

Vessels hijacked and pirate related activity* off the coast of Somalia from 2008 to January 2014

84
47 I

2008 2009 2010 2011

* Vessels fired upon/attempted boarding

@statistacharts  Source: U.S. Navy Office of Information m

Diagraml

8 Vessels Hijacked B Number of Incidents
181 182

166
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Another investigation based upon IMB figures, shows a decrease in activity as well, only with
different numbers as can be seen in table(Hellenicshippingnews.com)

Area Year 2009 | 2010 | 2011 | 2012 | 2013 | 2014 2015 2016 (January
i 17th May)
Gulf of Number of | 181 182 237 75 15 11 0 2
Aden incidents
Table4

.dzii . at Qa a NJ SahlidagRding a fradikfate, ¥and ithe potential for an attack
remains high. It will only take one successful hijacking to undo all that has been done, and rekindle
this criminal activity

The conclusion of Mr Mukundan gives reason to investigate piracy related to autonomoaksvess
because the reaction on autonomous vessels is unc{8tatista.com{ICCWBO.org)

6.3.3 Singapore/Malacca Strait
A very interesting article written by Ted Kemp, published on September 2§%4 sa

Unlike the Somali pirateswho, incidentally, are now almost out of busireske pirates of southern

Asia rarely, if ever, seize hostages. They're in the business of stealing cargoes of liquid fuel. Experts
say, they're highly organized criminal entesps that gather intelligence, coordinate attacks, work in
discrete teams, sometimes have their own tankers and then sell what they steal to kagrgimged
buyers.

From a business standpoint, the boom in south Asian piracy makes a lot of senseoflieird

world's shipping moves through the Strait of Malacca and Singapore Strait each year, including most
trade between Europe and China, and nearly all the crude oil that moves from the Persian Gulf to the
big Asian economies like China, Japan and Statha. About 130,000 vessels arrive in Singapore

each year alone, according to both Singaporean and international estimates.

While the Somalia piracy activity is decreasing after 2011, the South East Asia piracy activity has been
rising according to IMBumbers.

The Gulf of Aden numbers compared with the following summarized numbeestables:

Area Year 2009 | 2010 | 2011 @ 2012 | 2013 | 2014 2015 2016 (January
i 17" May)
SE Asia Number of 42 63 80 104 128 141 147 20
incidents
Gulf of Number of 181 182 237 75 15 11 0 2
Aden incidents
Table5

In 2015 actions taken by the Malaysian and Indonesian Authorities against pirate gangs appear to
have had the necessary effect. No small tankers have been hijacked in South Easth&siiasin t
guarter of 2016.

Related to autonomous vessels it is unclear to tell how this type of piracy will react to autonomous
vessels. Important to mention is that a lot of incidents are low level theft incidents which mean
robbery of Crew P.E. (Persomdfects/belongings) and ships store/propertidsis does not change
the factsmall tankers have been hijacked.

(Piracy SingaporgMHellenicshippingnews.confilaritime-executive.com)
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6.3.4 Gulf of Guinea (Nigeria)

New figures of the IMB show a major increaseanired piracy activity in the Gulf of Guinea and in

LI NI AOdzE I NJ 2FF GKS O2F al 2 FTRepokdrSihNabt quaneidicaaedz] dzy Ry
unacceptable violence against ships and crews in the Gulf of Guinea, particularly around Nigeria. The
current increase in kidnappings is a cause for a great coficérn

Numbers of the IMB shown #ppendix2 show 29 reported incidents in the first quarter of 2016
(Januaryg 17" May) with 23 reports off the coast of Nigeria. Summarized the following numbers
appear: 3 hijacked vessels, 9 fired upon cases, 13 boarded vessels and 5 attempts with most
(reported cases an armed incident involving guns. Furthermore, 26 kidnapped crew members, 2
injured and one stolen (repainted) vessel.

Related to autonomous vessels, the upcoming and latest piracy activity in the Gulf of Guinea is
reason to investigate preventiongainst piracy. However, patrols and actions against piracy show a
decrease of activity against Somali pirates and as well for South East Asia. This could be one of the
solutions as well for this areéMaritime-executive.com)

6.4 Possible ways to attack or attempt to enter an autonomous vessel

6.4.1 Sabotage

Without any crew orboard autonomous vessels, it could be easy for pirates to, for example blow up

the vesseB propeller,tomaketh@Sa 4 St Wy 2 (i dzy &i8yMlie rewolSeqfirRy@® b 2 &
board could prevent these actions with spiay, (warning) shots etc.uBwithout a crew or security

this is a possible option to attack autonomous vessel. Of course this is just theoretical bechuse

not known ifpirates wil attack autonomous vessels by blowing up the propeller because there are

Y2NB gl &a (2 YI1S GKS @SaasSt Wy2d dzyRSNJ O2YY!Il yRC

Depending on the ships design related to satellite/communication equipment, it could be a
possibilityto damage communication equipment but actually, this has to be prevented during the
vessels design. Still this is a possible way to attack or attempt to enter an autonomous vessel. If the
vessel is not under command, pirates can steal its cargchatenver they are after.

6.4.2 Entering an autonomous vessel

Like Somali pirates for example, coming along side and enter the vessel. Then, depending on the
ships design, pirates could ransack the vessel or destroy its equipment to make the vessel not under
command. Or pirates couldfter entering, threat to sink or burn the vessel and cause a major
environmental pollution if they do not get a certain amount of money.

6.4.3 Modern ways of piracy ( South East Asia styl§

Around the world different types of pirgare happening. For this case, not like Somalia pirates

which ordinary attack vessels, but entering a vessel and load its cargo or bunkers into another vessel.
This possibility is not focused on the way of entering a vessel but how to prevent piratyslike

6.4.4 Conclusion

Above a few possibilities to attack or attempt to enter an autonomous vessdbdan explained.
Mainly these possible ways can be preteshwith security, which is currentlyn boardconventional
vessels. A possible solution whishnvestigated in the following chapters is implementing drones on
board autonomous vessels.
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6.5 Prevention & response to pirate attacks

6.5.1 Already existing prevention & response methods

As explained before, seafarers nowadays use the BMP4 as one iofdhmation sources when
entering a piracy area. A lot of preparations are explained to prevent piracy attacks. Patrolling in
piracy areaas well as sending mariners after a piracy attack are options against piracy.

Already existing prevention and respge which can still be usédr autonomous vessels:
T Water spray
1 Increasing speed and/or altering course

6.5.2 Sabotage

Imagine an autonomous tanker is being attacked by pirates. The @epsgapbeller is damaged by

SELX 2842084 YR (KS @gSaasSt Ay Wy2i dzyRSNI O02YY!Il yRC
threatening to sink the vessel if they do not get a certain amount of money in hours/days. The

company refuses to pay the money, the pégsink the vessel and a massive environmental

pollution is happening.

To prevent all of this, pirates may not get a change of attacking the vessel if a solution is
implemented onboard autonomous vessels. The original prevention methods are an optidan bu
will not stop pirates. The following chapters investigate possibilities.

6.5.3 Implementing drones

For xample, the entered vessel had twioones onboard. The command centre or a special
innovated radar system spotted the pirates. The command certtgd have sent the drones and
prevented the attack. These drones could be equipped with any kind offgaar or some other
device. The concept of drones will be investigated in chapter 6.6.

6.5.4 Prevention and/or response of modern piracy

Again, moderrpiracy is piracy where cargo and/or bunkers is the main objective for pirates.
Cargo/bunkers can be transferred to another vessel. The best known way which already has shown
its worth is patrolling like the Malaysian and Indonesian government did in @bdEpter 6.3.3. This
patrolling could be done as well by drones but this is another type of drone mentioned in chapter
6.5.3 and chapter 6.6. The way of patrolling is up to the authorities and the financial possibilities
(chapter 6.7.

6.6 Possibilities of drones on board autonomous vessels

6.6.1 The idea

Implementing a drone oboard autonomous vessels to prevent a piracy attack. In case pirates
attempt to attack the vessel, the control of the drone is given to aningicy centre or could be
done by he normal control centre. But controlling drasieequires skill and trainingpt to mention
that the situations at sea are not perfect all the time. For this reaspmani-piracy centre would
give a solution in combination with one or more dronesbmard autonomous vessels.
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6.6.2 Law regulations of ship security

This whole innovation gives a few problems, first of all the legislation for the use of these drones
combined with the liability after pirates are injured or killed. Since the navy is usspjetop

bombs in war areas and the militais/using drones to bomb in war areas well to kill terrorists,

the antipiracy centre could be controlled by a special part of the military. Still international
regulations and agreements have to be agreetileen countries. The main objective herdds
replace drones for the currergecuritymeasuren boardconventionalvessels.

Territorial waters

Under UNCLOS, naval vessels are not permitted to pursue pirates within the territorial waters of a
state.However, Resolution 1897, which is accepted under UNCLOS, grants permission to all states to
enter the territorial waters of Somalia to suppress piracy and unlawful acts. Such regulation is
necessary for implementing drones board autonomous vessels teglace security. When

discussing these regulations, in mind should be kept, the requirement that the piratical act occur on
the high seas or outside the jurisdiction of any state is particularly important. Pirates know
international law as well. Acts of mime violence within territorial waters are not technically acts

of piracy under international law. However, maritime violence within territorial waters may
O2yaidAidziS LIANI O& dzyRSNJ (KS adlrisSwa R20MaidGAO 1 ¢
territorial waters and can punish criminal activity within that zone according to UNSlijp&hote 1,

art 2. Therefore, a pirate does not violdtgernationallaw if the piratical activity occurs within the
territorial waters of a state(Fedeli, 2010)

At sea

Private security guards who kill unarmed civilians at sea are not likely to be held personally
accountable for violations of the Laws of War, as set forth by the Geneva Conventions, for two
reasons.

First, pracy does not amount to warfare. Generally, war can only be between states, and pirates are
private actors.

Second, private actors are generally not accountable under the Laws of War.

In Prosecutor v. Akayesthe International Criminal Tribunal for Rmda stated:
¢KS RdziASa YR NBalLRyairoAtAiArsSa 2F (KS DSySgi
normally apply only to individuals of all ranks belonging to the armed forces under the
military command of either of the belligerent parties, or to individuals whie legitimately
mandated and expected, as public officials or agents or persons otherwise holding public
authority or de facto representing the Government, to support or fulfill the war efforts.
Therefore, private security would not be criminally l@bbr violations of the Laws of War.
(Fedeli, 2010)

A disadvantage of the private security sector is that there are not regulations, think of the Wild West.
No authorities can question private security contractfskilling pirates at sea. The regulatioins
territorial waters depend on the law of the county but still, there are possibilities regarding the
regubtions for private security noways, compared to the necessary regulations for drones.
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6.6.3 Possibilities of drones to prevent pirates from entering

Using drones instead of guards with the same capabilities for examipkethe right to kill or shoot a
pirate or any other action to prevent them from entering or damaging the vessel isi¢élae But a
few problems appear during this investigation.

First of all, the whole drone concebas beeralready investigated by different countries in the past
few years. For exampléhe United States of America has done a lot of research. This isumdoely
secret information. To investigate if drones could be implementet@ard autonomous vessels,

these investigations should become public or should be done by an international investigation team.

Second, pirates can possibly shoot the drone ouhefsky in a lot of different ways. Aatieasures
against this should be investigated as well and the cybercrime dangers since these drones are
controlled remotely.

Definitely more research has to be done regarding the implementation ofedronboard
autonomous vessels against piracy as well as drones preventing pirates from attacking manned
vessels but it is obvious that dres could be the solution.

6.6.4 Complicated situation

In paragraph 6.2.1 are the four forms of piracy explained. All thesedonns of piracy can still be
applied on autonomous vessel, the only difference is that there is no crew on board which can be
robbed or taken hostage for ransom. Nevertheless, the cargo on board of the vessel is still
vulnerable.

There has been done fietesearch regarding the idea of implementing dronedoard

autonomous vessel® protect the vessel against piracgs can be read in AppendixAccording to
Kapitein ter ZedN. Woudstrasthis idea in reality very complitad compared to other solubins.

A drone has to be maintained, controlled, fuelled and land back on the vessel. In addition do liability
and regulation complicate drones to be used.

To protect the cargo on board autonomous vesghko solutions are much more viabileat the use
of drones. For instance, by applying an incapacitating agent, vitndelpacitateghe pirates, in
combination with a squad of marines-{2 marine$.

In addition, the design of the vessel and its accessibility can be made such that it becomes a fortress.

This is already done on board of conventional vessel by installing barbwire and fire hoses. In case

GKFIG GKS LIANIGS&a R2 02YS 2y 0602FNR YR Ayid2 (GKS 4
be released, after which marines can enter and clear theeles

Other possibilities can be as well be used instead of an incapacitating agent, for instade¢habn
weapondike lasers, Tazers ol.@ang Range Acoustic Device (LR#BDich has been used during riots
and protests (Wikipedia)

6.6.5 Incapacitating agent in combination with marines

Depending on the vesg@ldesign, there will be rooms or some sort of accommodatiobaard

autonomous vessels. In the engine rodnette has to be done niatenanceand repair by technical

teams on thesystemsthis require space anélthere is space for technical teams, theraisospace

F2NJ LIANI GSad ! aadzYAy3d LIANIGSa FAYR | glke G2 SydsS
releasingncapacitating agent whitwould stop them from moving further through the vessehe

term incapacitating agent is defined by the U.S. Department of Defense as: "An agent that produces
temporary physiological or mental effects, or both, which will render individuals incapable of

concerted effort in the performance of their assigned dutig¢®Vikipedia , 2015)

This will temporarily stop the pirates from their intentions and will create time and an opportunity
for marine forces to enter and clear thessel.
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6.7 Actions of owners and authorities

6.7.1 Prevention

Desiderius Erasmus once said: Prevention is better than cure. After an increase of Somali piracy,
peaking around 2010, antiracy measures have shown a huge decrease of incidents in thefGulf

Aden, Red Sea and off the Somali Coast. After an increase of piracy incidents in South East Asia, anti
piracy measures in 2015 have showdecrease as well of piracy in that area. Now that the Gulf of
Guinea is being terrorized by pirates, apitiacymeasures could have a huge effect as well. Even

with the high violence level of pirates in that area. And as Mr. LevanderAsfdr piracy, with no

crew to be taken hostage it would be much easier for the armed forces to intgolreaper 6.1).

When the time is there and the first autonomous vessels set sail, a solution could be to make

convoys of autonomous vesselgjich can be escorted by the flag state marine vessels or a NATO
collaboration, just like Operation Ocean Shield. The disadvantage ebtiigpt is that it is only

possible for a certain amount of time and comes along with high clostgyine more autonomous

vessels sailing around the globe. Simply not sail through piracy areas sounds as a simple but
unrealistic solution. Since a third thfe world shipping sails through the Strait of Malacca &

Singapore Strait and with 47 vessels passing daily through the Suez Channel, it is almost impossible to
sail not through piracy areas in the future.

6.7.2 Navy patrols

Where the navy will patrol the seas depends on where in the world these piracy hotspots are.
Statistics show that the piracy activity in Somalia has decreassdAppendix.2lhis is mostly
because of patraihg and effective actions ® A F T S NB y'that dvda.@d& Qa A

In the Somalia arednere are a fewongoinginternational operationsigainst piracyThe Royal
Netherlands Navy is takinq@art in multiple antipiracy missions like Ocean Shield (NAWB)lanta
(European UnionandCombined Task Force 1&ihe of three task forces operated by the Combined
Maritime Forces).

Despite of the fact that there is a decrease of piracy activity, operations in the area will continue to
keep the waters safety. This is wiere is a good cooperation between diffetezrountries and
organizations.

Furthermore, hotspots are shifting. For instant has piracy in the Gulf of GgiNegeria increased,
see Appendix 1 & At thesenew hotspot a joint operation between countridms to be setup to
combat piracy and protedhe interests of the commercial vessels. No matter if these vessels are
manned or autonomous.
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6.8 Conclusion

¢tKS yagSNI (2 GKS [jdzSaGAz2y Wi 2 OFy LIANIOe 2y

G2KQ A& O2YLX AOI SR weskibds aboveId respbnd & piddy./Déofes y 3
have been investigated and this solution could be possible if it was not so complicated compared to
other solutions. However, if authorities or shipbuilders see a future in implementing dronesasd
autonomaus vessels there has to be done more research by a team which has access to all
researches whichdvebeen done and all the possible informatioris@international regulations are
necessary for implementing drones on board autonomous vessels.

The use ofn incapacitating agent ikcombination with a squad of marisés the best solution.

al NAySa INB 4Stf GNIAYSR IyR gAft 0SS LINBaSyi
piracy. For autonomous vessels but as well manned vessels, implementing the LRAD system is a
solution as well which should be a pafttbe BMP4. To implement this on vessels, more research
has to be done regarding the possibility, regulations and the effectiveness of the system against
pirates.

For authorities, the statistics show that patrolling is very effective against piracy. Hovegatistics
show as well that piracy will move from one area to the other. It is very important that authorities
work together to respond to piracy attacks.
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7. Anticipate or respond to upcoming weather conditions

7.1 General
¢ Sub question
How can atonomous vessels anticipate or respond to upcoming weather conditions?

¢Methodology

To answer this sub questiditerature concerningveather bulletinsand the MUNIN research report
as well as the interndbr information about weathestations and wedter measurementfas been
used Furthermorethere hasbeen madeuse of the program TurboWind hasspecialistof the
Royal Netherlands Meteorological Institute been contacted for an interview.

7.2 Heavy weather avoidance

Certain complex operatiorike sailing in very rough weather can be challenging for catitveal

ships and this goes as whdl unmanned ships. However, as sensors ardbaard control systems
evolve and as high capacity communication systems make remote control easier, itigealistic

to foresee that unmanned ships can operate as safely as manned ships in all equivalent conditions.
(MUNIN, 2015)

But MUNIN informs that the issue of heavy weather avoidance must be taken into consideration and
refers to good weather routing systems that can be used for safe voyage preparation and routines on
board the unmanned vessel.

As mentioned above are sensors andlward control systems evolving, this brings new navigation
functions such as:

i Tactical weatherouting
1 Avoid dangerous sea conditions: surf riding, parametric rolling, broaching etc.

Tactical weather routing can be achieved by creating accurate weather routing systeradbizes
accurate measwments about weather conditionshig can be achievedly placing automatic
weather stations on board of autonomous vessels.

Avoiding dangerous sea condition like surf riding, parametric rolling and broaching need to be
detected before it becomes a danger for the autonomous vessel. But the detectiopsef th
conditions falls outside this topic, for more information about the detection and avoidance of
dangerous sea conditions see TopigDetection.
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7.3 Weather bulletins

The oceans are the source of air masses, depressions, hurricanes, rain anthaind.why
meteorological observations at sea are of vital importance for weather and climate research.
Satellites, weather buoys and airplanes provide much information on the weather at sea. But the
observations on board ships are addition to this infation. Satellites are not capable to measure
atmospheric pressure. That is why meteorologists keep an accurate record of atmospheric pressures
from ships, which are intergraded into mathematical models of the atmosphere on which the

forecast and storm waiings are based. This is why meteorological observations by ships are still
essential for accurate weather reports and result in more accurate weather routing sygteNidl)

During the field research it became clear that it was also necessary to investigated which path the
collected data on board a vessel follows; both in the past, present and future. This is because the
path has changed considerably over the years. Mr. Raaab®&ort Meteorological Officer of KNMI,
provided the following information.

It all started during the telex era, during this period all weather bulletins were send via the telex. The
downside of the telex was the limited range and the cost of the buketthich were send to the
vessels.

In the early nineties, 1992/1993, was decided that the radio officer on board vessels had become
obsolete. So the deck officer was responsible for sending weather reports via the IniGasgatem.
These reports had todbsen to a land earth station (LES), e.g. BurghMetherlands. KNMI had made
agreements will the LES Burum about receiving meteorological data from around the world, this is
because the metrological bureau pays all code 41 messages (weather observatissges.

These agreements were made so the KNMI da#geceives weather data fromessels which are

for instanceoperating in the Indian Ocean, this information will not be used by KNMI. In case a vessel
does send this weather data to Burum and KNMg, data will be put on the Global

Telecommunication System (GTS), this is a global network for the transmissions of meteorological
data from weather stations, satellites and numerical weather prediction centres, so the information
will be used by other couries. Nowadays the deck officer will see in the TurboWin programme
which land earth station to select, this ensures that the observations are send to an LES which is as
close to the vessels position as possible, where it can be analyzed and used feathenbulletins.

The TurboWin programme is used worldwide as a standard form for weather observations.

The newest system uses buffer messages, the advantages of these buffer messages is that they can
hold more informative e.g. measuring heights, heighthef deck cargo, this gives a more accurate
metadata. This new system is called Format 101, but because of the use of buffer messages is it not
possible to send tse messages via the code 41. This has led to new international agreements,
which states thatvery country must have its own special access code for the ships under his flag, for
ships under the Dutch flag this code is 431. The KNMI made arrangements with the Inmarsat provide
for this 431 code and to which address the messages have to Ibetkisris in most cases an eiha
address. So the vessels sdahd 431 messages to a land earth station, which sends it via email to the
designated address, here the information will be analyzed and put on the Global Telecommunication
System (GTS). This newrRat 101 system facilitates the entire distribution of messages, where the
messages are mainly devia email of to a web server. This is essential for the autonomous vessel,
which is also connected via the Maritime Cloud or internet.

Because the softwarthat is necessary to process the 431 messages and detect any errors is quite
expensive, the KNMI has made agreements with the France meteorologist bureau,-Mér&e®, to
forward all received 431 messages. The France meteorologist bureau will processibesages,

the processing of a weather observation message takes only a few minutes after which the
information will be put on the GTERozeboom, 2016)

27 December 2016 34 Rotterdam Mainport University



7.4 Weather stations

The followingsubchapteis aremainly based on infenation Mr. R. Rozeboonfrom the Koninklijk
Nederlands Meteorologisch Instituigupplied via an interview. A transcript of this interview can be
found inAppendix4.

7.4.1 Automatic weather stations on land

Currently there is a difference between the dawhich is collected on board of ships and which is
collected on land ashoffshore platforms. The stations on land are equipped with sensors which
measure the following values: temperature, humidity, wind, precipitation, clouds, solar irradiance,
fog and type of precipitation, this is done with the uses of specific sensors.

Visibility & Precipitation

The weather stations on land are equipped with a Present Weather Sensor (PWS). This sensor
determines the visibility by measuring airborne dust, fog of precipitatorather function of the
Present Weather Sensor is measuring pinecipitation. The intensity of the rain or snow and if the
precipitation is continuous or intermittently. The Present Weather Sensor consists of do&essst
sensor that has a sendeeceiver sensor. In case that the air is clouded, for instance byfogjror
dust. The laser beam will scatter, which is pigkby the receiver sensor. This deviation will be
analyzed by algorithms that calculate individual precipitation particle types.

Fgure 5shows a Present Weather Sensor on the testing grounditiiMI, the red oval highlights
the laserbased sensors with the sendezceiver sensor. It detects the rate of fall, the sit¢he
particles and the numbeaf particles which fall through the laser beam, with this information a
precipitation particle tpe can be calculated. The green circle highlights a back luminous sensor, it
measures the background brightness, this is why the sensor is pointing aodl,from the sun. The
purple circle highlights a rain sensor, this sensor detects whether it rathsiges this as extra
information. (Rozeboom, 2016)

VSR~
Figure5 ¢ (Koning)

Clouds

The automatic weather statiaon land are also equipped with a sensor which looks at the clouds.

An altitude meter or altimeter determines the height of the cloud base. This information is in

particular of great importance for the aviation. For meteorologists is also the changeudfawer,

such as the degree of coverage and the level of the cloud, of importance, this could indicate a change
of weather. (Rozeboom, 2018KNMI)

Thunderstorm

Another measuring system recorttainderstorm. This system is called a SAFIR lightning detection
system, which maps lighting discharges and impacts. The SAFIR system consists of an antenna of
twenty meter with equipment to record electromagnetic radiation, which is emitteckise of a

lighting dischargglRozeboom, 2016KNMI)
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The weather station provides synoptic observations, but the biggest advantage of a fully automatic
weather station is the ability to gather frequently dathis results in more accurate information.

In fact, data is collected every second. All this data is processed, which is after ten minutes available
for use. Every hour a weather repastcreated which is based on the information gather from these
automatic weather stations and information originating from different weather servig€slMI)

7.4.2 Weather measurements on board ships

The sensors which are mentioned above are not all essential for the measurements on bpard shi
The values that must be measured on board vessel are international agreed upon. The following
values are important for accurate weather reports. The values which are measured are: the air
pressure, seawater temperature, air temperature, humidity anddvépeed/direction.

Nowadays the deck officer will collect this data and will fill in Turbo#mpgramme used
worldwide as a standard form for weather observations.

Which information the officer needs to collect and fill in, to make an accurate weatys&rvation,
is stated in the following subchapters.

General information

First ofall the officer has to check if the call sign is correct and needs to enter the UTC date and time.
Next the officer has fill in the position of the vessel, this is donertdgring the latitude and

longitude and the course and speed that the vessel made good for the last 3 hours.

Wind

After these first two steps the officer can start with entering the collected weather data.

It starts withthe wind, this data consists dfi¢ wind direction in degrees and wind speed in knots or
YSGNBa LISNI aSO02yRz (KS akKALIQa KSFRAYy3II aAKALIQA

Waves

After the wind data is been filled in, the officer haditbin the period in seconds and height of the
(wind) waves and the presence of a swell with information about the direction in degrees, the period
in seconds and height in metres.

Barometer reading

The barometer reading is an important measurement of weather observations, the barometer
reading is in hPa. It is important to know if the reading indicates the Mean Sea Level pressure. If this
is not the case a correction to the barometer reading hasg@pplied, this is done automatically by
TurboWin.

Barograph reading

In case the vessel is a selected ship it is equipped with a barograph. This means that the following
data has to be enter into TurboWin. The amount of pressure tendency during thiesthours

and the characteristic of pressure tendency during the last three hours.

Temperature

The temperature is an important measurement of weather observations. The following
measurements need to be filled in: the air temperature and method (slyghrometer or marine
screen), wetbulb temperature and state of the wdiulb (wetbulb not frozen or frozen webulb),
the relative humidity in per cent but only if the wbulb temperature is not available and the
seawater temperature and method (intakieuicket, hull contact sensor or other).
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Present weather
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observation or (where specifically mentioned) during the period of one hour immediately preceding

it. For present weather one does not take into account meteorological phenomena whidtelea

experienced more than one hour before the observation.
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Past weather
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1800 UTC; three hours for observation at 0300, 0900, 1500 and 2100 UTC.
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as complete a description as possible of the weather in the time interval concerned. For example, if

the type of weather undergoes a complete change during the time interval dc6 R Wt | ad 6 S|
shall describe the weather prevailing beforethetyg®e ¢S G KSNJ AYRAOIFI 4GSR o6& Wt

began.

Visibility

Meteorological offices also like to know the visibility at sea. The officer has to fill in the visibility via
TurboWinthis can range between less than 0.03 nm (less than 50 metres) up to more than 27 nm. In
case the visibility is not uniform in all directions it should be estimated or measured in the direction
of least visibility.

Cloud cover

Another observation that t&to be done is a cloud observation. The officer has to fill in if there are
any cloudgin the sky and the family of the clouds; low (cumulus, stratus, cumulonimbus), middle
(altostratus, altocumulus, nimbostratus) or high clouds (cirrus, cirrostratuscaimulus).

Beside the family of the clouds, is it also important to know the total cloud cover and amount of
cumulus clouds. The total cloud cover and amount of cumulus clouds is measured in fractions of one
eighth. After the total cloud cover has beelted in. The officer has to fill in the height of the base of

the lowest cloud in the sky, this could be cloudless or range betwesthrietres up to more than

2500 metres.

Ice

The last observations that need to be made are ice observations, in cagedbe is sailing in icy
conditions. First the officer has to fill in the concentration or arrangement of sedviceoptions are
possible: the vessel is in ice or within 0.5 nm of the ice edge or the vessel is not within 0.5 nm of the
ice edgeAlso thepresent ice situation and trend of conditions over preceding 3 hours his filled

in. Here the officestates if the vesseis: sailingin open water with floating ice in sighgailing

throughice eay to penetrate or sailing throughbe difficult topenetrate.

Another important observation that nesdo be made is ice accretion or icing. Icing on vessels is a
serious hazard where cold temperatures (below abd@°C) combined with high wind speeds

(typically 8 Beaufort or more) result in spray, whigill immediately freeze when it comes into

contact with the vessel. The build up of ice has a negative influence on the stability of the vessel and
can cause the vessel to caps{izeng (nautical), 2013)

The officerhas to fill in the causef the ice accretion, this isausel by; ocean spray, fog or rain. Also
the thickness of the ice accretion and rate of ice accretion build up are important for the observation.
(KNMI)
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7.4.3 Automatic we ather stations on board autonomous vessels

The deck officer has to collect a lot of data to make an accurate weather observation, as seen in the
previous paragraph. Since there is no crew on board autonomous vessels, there is no way to make an
accurate wether obsevationvia TurboWin. To solve this probleinis essential to equip

autonomous vessels with automatic weather stations that can send ktoeirly weather

observations automatically to meteorological bureaus.

The following information was provéd by Mr. Rozeboom, Port Meteorological Officer NiVK.

The EUMETNET started a pilot project to design an automatic weather station. The EUMETNET is a
network of 31 European National Meteorological Services based in Brussels, Belgium. It has been
establshed to make national weather services within Europe so efficient and effective as possible.
EUMETNET provides a framework to enable the weather services to work together, share ideas and
best practice, and to share the costs of major infrastructure invests.(EUMETNET, 201@&IG
EUMETNET)

KNMI desigadthe specifications for such an automatic weather station after which it was

contracted out to a French company to build three prototypes. These three prototypes were given to
the meteorological bureaus of France, Germany and the Netherlands, where theyegted.

This automatic weather station is capable to measure the following values: air pressure,
temperature, humidity, wind speed and directigiRozeboom, 2016)

The air pressure will be measured by an automatic barometech is installed inside of the
automatic weather station, inside the red circle igure 6 For an accurateeasurement the
pressure has to be corrected to the Mean Sea Level pressure, this is automatically done by the
software controlling the automatibarometer.(Rozeboom, 2016)

The temperate will be measured by a-P00 which is installed inside of a static tube, his static tube
prevents water from entering and protects the-B00, the PTL0O0 is shown in figuré with the static
tube visible in the backgrouné PT100 is a temperatur@lependent resistor which measures the
change in electrical resistance of the metal or semiconductor by a certain temperature. The
abbreviation PT refers to the platinum metal, the materialwbiich the very fine resistanacgire is
made of. The number T0refers to the electrical resistance of 100 ahiny a temperature of 0 °C.
(PF100, 2016)

~ S \
Figure6 Figure7
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The humidity will be measured by an E+E sensor, see #ytinés is a capacitive sensor. The amount
of moisture in the air will give a certain capacitance value. This value is an indication for the humidity
of the air. In addition is th&+E sensor heated, this prevents ice bujdnside the sensor as well as
a faster response time for measuring the amount of moisture in the air. The E+E sensor has a
deviation of less than 1%Rozeboom, 2016)
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Figure8

The wind speed and direction is measured hyllrasonic anemometer or wind sensor, see figre
They use ultrasonic sound waves to measure wind velocity. By measuring the time of flight of sonic
pulses between pairs of transducersvind speed could be calculated. Measurements from pairs of
transducers can be combined to obtain the measurement of velocity, i&,Jor 3:dimensional flow.

The lack of moving parts makes the ultrasonic anemometer appropriate fottéonguse in expose
automated weather stations, where the accuracy and reliability of traditionalangvane

anemometers are adversely affected by salty air or di#gstemometer, 2016)

Figure9

All measurements mentioned above and a GPS position, which is also integrated in the aystem,
stored and will be sent every hour via the Iridium SBD, this is a simple and efficient network for
transmitting short data messages between equipment and draéped host computer. All the
received data igsollected in an open source library which converts the data into a WMO code to be
sent onto the Global Telecommunication System of the W{B&rela)Iridium)
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