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Management summary  
Introduction  
The focus of this project is the prevention of, and response to calamities on board (semi-) 
autonomous vessels. Besides the prevention and response has also the safety, sustainability and 
efficiency of an autonomous vessel been researched. 

Problem description  
On board a vessel there are many different calamities that can occur. Because not every calamity is 
the same, it cannot be all dealt with in the same way. That is why the following calamities and 
potential calamities have been researched in this report:  

fire on board, calamities involving cargo, piracy, cybercrime, upcoming weather conditions, ship not 
under command and grounding. 

Besides research on (potential) calamities, has also been looked at (potential) solutions for Search 
and Rescue operations and making the autonomous vessel redundant and fail-safe.   

Objective  
The aim of this project will be to find a solution to prevent and respond to calamities on board 
autonomous vessels. 

Conclusion  
¢ƘŜ ŀƴǎǿŜǊ ǘƻ ǘƘŜ ǉǳŜǎǘƛƻƴ ΨIƻǿ Ŏŀƴ ŎŀƭŀƳƛǘƛŜǎ ƻƴ ōƻŀǊŘ ŀǳǘƻƴƻƳƻǳǎ ǾŜǎǎŜƭǎ ōŜ ǇǊŜǾŜƴǘŜŘ ŀƴŘ 
ǊŜǎǇƻƴŘŜŘ ǘƻΚΩΥ 

Removing the human factor from autonomous vessels does not mean calamities will not occur 
anymore. However, without crew on board, calamities have to be responded to in a different way. 
Devices, systems and robots have to be designed, adjusted and/or upgraded so they can replace the 
human on board. This also includes being resistant against calamities itself. For example: protected 
against fire, flooding, cyber and/or pirate attacks, etcetera. Furthermore, the systems or devices 
have to be designed in such a way that they are redundant and fail-safe.  

Recommendation  
Before the autonomous vessel can be taken into full operation, more research has to be done. This is 
because it is a new and unique concept, which has never been looked at before.  

More research has to be done regarding: 

¶ The effectiveness of software and hardware updates for on board computers;  

¶ The protection against cybercrime on board autonomous vessels; 

¶ The use and costs of robots against fires; 

¶ Cargo calamities involving other cargo than containers, for instance dry bulk; 

¶ The use of drones against piracy with the necessary regulations 

¶ The costs of autonomous weather stations and implementation of maintenance worldwide; 

¶ Further field testing of the ICARIUS project; 

¶ The implementation and costs of the emergency ship towing system; 

¶ The making of a fail-safe and fail-secure autonomous vessel; 

¶ ¢ƘŜ ŜŦŦƛŎƛŜƴŎȅ ƻŦ ǘƘŜ ŘŜǎŎǊƛōŜŘ ƛƴƴƻǾŀǘƛƻƴǎ ŦƻǊ ǾŜǎǎŜƭǎ Ψƴƻǘ ǳƴŘŜǊ ŎƻƳƳŀƴŘΩΦ 
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Preface 
This project report will describe, prevent and solve the possible calamities that could occur on board 
(semi-) autonomous vessels. These calamities can be physical, like fire or grounding, but this report 
also includes άƴŜǿέ ŎŀƭŀƳƛǘƛŜǎ ƭƛƪŜ ŎȅōŜǊŎǊƛƳŜ ŀƴŘ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ Ŧŀƛƭ-safe. This research has 
been done by Joren van Delft, Coen van Iersel, Arjan de Koning and Bert-Jan van Wilgen. We are all 
studying for the profession of Maritime Officer at the Rotterdam Mainport University of Applied 
Sciences. Our supervisor of this project is Mr. van Kluijven, mentor of the first year and English 
teacher with many years of experience guiding reports.  

A number of big companies such as Rolls Royce and DNV GL Group are currently busy with research 
studies about the autonomous way of shipping. This means that the vessel will be operated from 
ashore or with only a controlling factor from ashore. For years autonomous sailing was seen as 
impossible, however concepts like these are becoming more realistic every day.  

Our special thanks to: 

Mister P.C. van Kluijven for supervising and helping us with our research.  

Mister R. Rozeboom from the Koninklijk Nederlands Meteorologisch Instituut for supplying us with 
information about weather detection, weather bulletins and the automatic weather station.  

Kapitein ter Zee N. Woudstra from the Royal Netherlands Navy for supplying us with general 
information about the anti-piracy mission in Somalia and Operation Ocean Shield, as well as his 
opinion/vision on the prevention and protection of piracy against autonomous vessels.   

 December 27, 2016 

Joren van Delft, Coen van Iersel, Arjan de Koning, Bert-Jan van Wilgen  
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1. Introduction   
Centuries ago man started to sail across the seas. Since that time, they have been looking for better 
and faster ways to cross these seas. During the last century many technological advances have been 
made in the shipping industry. The standard crew on board a ship went from around 30 seafarers to 
nowadays not more than 15 seafarers. The next step in this process will be to implement 
autonomous sailing. These ships are called autonomous vessels. The vessels will be sailed from 
ashore via satellite or even totally unmanned when the whole process is autonomous.  

The focus of this project is the prevention of, and response to calamities on board (semi-) 
autonomous vessels. Furthermore, will the safety, sustainability and efficiency of an autonomous 
vessel be researched.  

1.1 Problem description:  
On board a vessel there are many different calamities that can occur. Because not every calamity is 
the same, it cannot be all dealt with in the same way. That is why the following calamities and 
potential calamities will be research in this report:  

fire on board, calamities involving cargo, piracy, cybercrime, upcoming weather conditions, ship not 
under command and grounding. 

Besides research on (potential) calamities, has also been looked at (potential) solutions for Search 
and Rescue operations and making the autonomous vessel redundant and fail-safe.   

Since this report is about unmanned shipping, the list of calamities that can occur will grow. Since 
autonomous vessels will be connected to the maritime cloud, calamities as cybercrime will become a 
greater problem. The calamities that can occur on manned vessel also pose a problem on board 
unmanned vessels. The challenge on board unmanned vessels is how to tackle these calamities with 
no personal on board.  

Fire on board autonomous vessels will pose a problem when no seafarers are on board to extinguish 
the fire, this could lead to catastrophic situations like a vessel Ψƴƻǘ ǳƴŘŜǊ ŎƻƳƳŀƴŘΩ and maybe even 
grounding. 

Calamities involving cargo on board autonomous vessels can lead to damage of the vessel and/or 
cargo. 

Piracy will be a problem when autonomous vessels sail into pirate infested areas. This can lead to 
hijacking of the vessel and stealing of cargo. With no crew or security on board, to protect the vessel, 
pirates can execute well planned and prepared hijackings.  

Due to the fact that an autonomous vessel is unmanned, the vessel is less capable to assist during 
Search and Rescue operations. This could potentially increase the loss of lives at sea. 

For years the IMO has made a list with causes for accidents on board seagoing vessels. One of the 
reasons for loss ship and loss of life is still upcoming adverse weather conditions, (Allianz Global 
Corporate & Specialty). Because of the fact that there are no seafarers on board autonomous vessel 
which can respond to upcoming weather conditions, computers have to be installed to fulfil this 
important task.  

A solution to these calamities will be to make all the systems on board the autonomous vessel 
redundant and apply a fail-safe. This will lead to a safer and more reliable vessel. 
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1.2 Problem definition:  
Autonomous sailing can cause calamities.  

1.3 Objective : 
The aim of this project will be to find a solution on how calamities on board autonomous vessels can 
be prevented and responded to.  

1.4 Main -question  & sub questions : 

1.4.1 Main question  
How can calamities on board autonomous vessels be prevented and responded to? 

1.4.2 Sub-questions : 
1. How can cybercrime on board an autonomous vessel be prevented and responded to? 
2. How can fire on board an autonomous vessel be prevented and responded to? 
3. How can calamities involving cargo on board an autonomous vessel be prevented and 

responded to? 
4. How can piracy on autonomous vessels be prevented and responded to? 
5. How can autonomous vessels anticipate or respond to upcoming weather conditions? 
6. How can autonomous vessels respond to SAR operations? 
7. How can redundancy on board an autonomous vessel prevent calamities? 
8. How can grounding be prevented and responded to on board autonomous vessels? 
9. How can fail-safe be implemented on board autonomous vessels? 
10. How can ship owners and/or authorities prevent and respond to an autonomous ǾŜǎǎŜƭ Ωƴƻǘ 
ǳƴŘŜǊ ŎƻƳƳŀƴŘΩΚ 

1.5 Research methods 
This project, Project 2 (module code: MAPJ214), consists of two parts. The first part is desk research: 

¶ Articles on the internet;  

¶ Literature in books; 

¶ Previous studies/research programs; 

¶ Patents. 

 The second part is field research: 

¶ Interviewing of experts  

¶ Interviewing companies 
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1.6 Project borders  
To meet all the qualities of this research project there will be some project borders defined, these 
project borders define the amount of research and development. The following items will not be 
investigated / discussed in this research report: 
Calamities:    Liability after calamities on board autonomous ships. 

Cybercrime:   Situations that can occur after cybercrime and how to respond on 
these situations. 

Fire:    Environmental effects after fire on board autonomous ships. 

Cargo handling:  Environmental effects after loss of cargo. 

Piracy:    Cybercrime, this will be looked at in a separate research chapter. 

Financial costs 

The interest of pirates to attack autonomous vessels. For this 
research project it is assumed that pirates still attack autonomous 
vessels, the question is how to prevent this.  

Will piracy increase or decrease in the future? For this research 
project it is assumed that piracy activity will remain at the same level. 
It is impossible to give an accurate prediction of piracy activity the 
first year these vessels will set sail and after 5 or 10 years. 

Autonomous vessels with a speed of 15knts or more and a high 
freeboard will not be targeted by pirates. Statistics have shown that 
vessel with such characterize are less likely to be attacked by pirates.  

Pirates could blackout an autonomous vessel with an EMP (Electric 
Magnetic Pulse) theoretically. (Electromagnetic pulse)  

Regulations regarding the use of drones against piracy 

Weather conditions: Financial costs of circumnavigating to prevent damage or dangerous 
situations. 

SAR operations: How to prevent a Search and Rescue situation on board other ships 
from occurring. 

Redundancy   Financial costs 

Grounding:   Environmental effects after grounding. 

Fail-safe:   Financial costs 

ΨShip not under ŎƻƳƳŀƴŘΩ: tƻǎǎƛōƭŜ ǎƛǘǳŀǘƛƻƴǎ ŘǳǊƛƴƎ ΨǎƘƛǇ ƴƻǘ ǳƴŘŜǊ ŎƻƳƳŀƴŘΩ and how to 
respond to such situations. 

    Financial costs 
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2. Current situation regarding ocean transport  
The current situation is easiest to clarify by the use of an example. 

This example involves a company that sells cars in Rotterdam. These cars are made in Korea whereas 
the iron for these cars comes from Australia. This means the iron first has to be shipped to Korea, 
where it will then be forced into parts for the cars. After these parts are assembled in Korea, the cars 
are ready to be shipped to Rotterdam.  

Trucks are simply not the best way to transport cars from Korea to Rotterdam because of the great 
distance and the low capacity of trucks. Transport by plane seems a better option, as it is fast and 
reliable. However, there are two huge disadvantages of transport by plane: it comes at a very high 
cost and the quantity that can be transported is relatively small. Of course the best way of transport 
in this case is by sea. It is relatively cheap, fairly reliable and great distances can easily be crossed.  

When looked at from an economic point of view, it is not strange that 90% of all trade worldwide is 
done by means of shipping (Scheepvaart). The ship that transports the goods from one place to the 
other needs to be manned by competent and certified sailors. Nevertheless, companies get more 
ŀƴŘ ƳƻǊŜ ǇǊƻōƭŜƳǎ ǊŜŎǊǳƛǘƛƴƎ ƴŜǿ ǎŀƛƭƻǊǎΦ ¢ƘŜ άƴŜǿέ ǎŀƛƭƻǊ ƛǎ ƴƻǘ ǎŜŜƪƛƴƎ ŀ ƭƻƴƎ ŎŀǊŜŜǊ ŀǘ ǎŜŀΦ  
80% of the sailors quit sailing before the age of thirty (Klok, 2000). The companies are trying to make 
the job more appealing by offering a better salary and work schedule.  

However, ships do not need to sail in such a conventional way. The number of crew on board has 
certainly dropped because of automation. Ships could be automated in such a way, that they can sail 
with no crew on board. For years this idea seemed impossible but nowadays it has become more fact 
than fiction. Companies like Rolls Royce and DNV GL Group are already busy conducting researches 
and tests around the idea of autonomous shipping.  

Given these points, it does not seem that strange at all. When looked at the APM terminal at the 
Maasvlakte II ς Rotterdam, The Netherlands, which is fully automated, every job is done from an 
operation tower in the vicinity. So if it is possible to automate a full terminal, likewise, this will also 
be possible for a ship.  
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3. Cybercrime  

3.1 General 
ς Sub question  
How can cybercrime on board an autonomous vessel be prevented and responded to? 

ςMethodology  
To answer this sub question literature concerning cybercrime and cyber security, as well as the 
internet has been used. 

3.2 The weaknesses of the on board systems  
Throughout the twenty-first century manufacturers of GPS, AIS and ECDIS have made their 
equipment compliant with almost all bridge equipment. This network of bridge equipment has been 
made part of the network of the vessel itself since a few years. The equipment provided to the vessel 
will be outdated in roughly 3 to 5 years (Lucy Siegle, The Guardian, 2013), but most vessels keep 
sailing with this equipment until the vessel or the equipment breaks down. This leads to the on board 
equipment that is in most cases outdated. This is because of the lack of proper care and 
understanding of the maintenance they require. Therefore, they are becoming the weakest link in 
the on board digital computer system, that is in most cases connected each other and to a satellite 
connection without protecting the network properly against external influences. To add all 
influencing factors up, the older the system becomes, the greater the chances are a computer will 
break down due to dust, age, viruses or hackers. So it is vital that on board systems are updated 
regularly and replaced when manufacturer deem this necessary. (Port-IT, 2016) 

 3.3 Identifying the cybercrime threat  
The risk of losing a vessel caused by a cybercrime is growing by the minute. The reality is that bridge 
systems and engine room systems rely more and more on the use of on board computers. Most of 
them outdated but filled with information about the vessel and the equipment on board. Due to the 
growing digital systems on board that are connected to one another and the great demand of the 
office to get information from the vessel, most vessels are connected to the internet. This kind of 
exposure to the outside world can also be used against the vessel by means of cybercrime. 
There are numerous ways of creating a window for the crime committers to get entry to the network 
of the vessel. Most personal computers on board are poorly maintained if it comes to anti-virus 
software or operating systems. From the moment they connect to the shipboard network by means 
of their own laptop, tablet, Smartphone or USB they can cause open doors for unwanted guests.  

Due to the lack of proper internet on board most connections are not fast enough to transfer large 
amounts of data in a short amount of time. But since the start of the 21st century improving the 
speed of the vessels network has been on the list of many shipping companies. The reason behind 
this is the improvement of on board equipment and the request of the companies behind the 
equipment to get feedback. To process this feedback as quickly as possible, most equipment 
companies have a large staff that process the feedback and innovate the software behind the 
system, this resulting in an update for the on board equipment available on CD but also as an update 
downloaded from the internet. The problem is that the internet connection is not sufficient for the 
update, so the on board internet connection to the satellite will be improved neglecting the security 
of on board computers. 
Most on board computers are built in since the build of the vessel and are only renewed if they break 
down or become a bottle neck in the on board system due to screen freezing when asking too much 
of the computer or the hardware becomes outdated and cannot comply with the minimum 
requirement of the software supplier. By neglecting proper care for the on board computers such as 
well updated anti-virus software and a good running computer, on board systems become vulnerable 
to cyber-attacks and intrusions. (Global-Security, 2015) 
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 3.4 Creating the DIGITAL CITADEL 
3.4.1 The boundaries  of outside signals  
In the progress of creating an autonomous vessel, the vessel will need to be configured in such a way 
the vessel does not require signals from the outside world during the voyage. Because every signal 
that the autonomous vessel requires from the outside to control the system or its components can 
be tempered with. This tempering can happen deliberately by means of cybercrime, but occasionally 
it will happen just by a malfunction from the inside of the system.  

To prevent these signals from outside to have devastating effects on the vessel, the vessel will have 
to be instructed manually before departure. These instructions will have everything to do with the 
next voyage, alterations to the instruction can only be made within limitations to prevent 
interference from outside sources. To keep the instructions for the autonomous vessel to a 
minimum, the only input that can be given is: 

¶ The destination 

¶ Maximum and minimum speed of the vessel (eta) 

¶ Anchor areas 

¶ Safe harbours along the way 

¶ No-go areas 
 
With these boundaries that are given to the system, the autonomous vessel can determine its own 
course. During the voyage the essential instructions that have been given to the vessel before 
departure, can only be altered manually to prevent tempering from outside sources. 

3.4.2 The on board system  
The on board system will be divided in two separate systems. The first computer system will be the 
system that controls the autonomous vessel by  

¶ Sailing the determined route  

¶ Checking the environs and reacting adequately 

¶ Controlling the power management system and propulsion 

¶ Doing basic maintenance of the vessel 

¶ Reacting on defects on board, or in the system 

¶ Reacting on any calamities that may occur 

As described above the first computer system will have the daily control over the vessel itself. This 
system has a constant connection with a command centre to provide information about the vessel 
and its components. The command centre uses this information to plan the maintenance for this 
system since updates and altering the routes can only be done manually to prevent cybercrime.  

The second computer system on board is a closed system that is connected with the first system. This 
separate system has no outside connection and can only be updated manually, just like the first 
system. The difference is that this system does not control everything on board of the vessel. This 
separate system checks all the proceedings of the first system. This means that the second system 
reacts if an error occurs in the first system. This error can occur by a flaw in the system or by 
cybercrime. What the second system does in case of an error is replace the corrupted data with a 
backup from its own system. In the case that this does not work the system can take over control 
from the first system. The first system will mention this to the command centre that can arrange 
technical support in the next harbour. If in any case the first system has been taken over or is 
endangering the cargo or the vessel by its decisions, the second system can decide that the vessel is 
not capable of continuing its voyage and will shut down the first system. In this case the second 
system can continue the voyage, or it can drop anchor or hold position and wait for technical 
assistance. (Singtel, 2015) 
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3.4.3 Delimiting the no go area  
As described in previous chapters, instructions have to be given to the vessel prior to the voyage. 
During the voyage these instructions can only be altered slightly. This means that the new 
destination cannot be on a different continent. This is to prevent the vessel from getting in the wrong 
hands. The vessel is limited by the manual input to sail to a destination in one given area. Along the 
way all the land will be a no go areas except emergency harbours. This is to prevent a vessel from 
ōŜƛƴƎ ƘƛƧŀŎƪŜŘ ƻǊ ŘƛǊŜŎǘŜŘ ǿǊƻƴƎƭȅ ōȅ ƛƴǘǊǳŘŜǊΩǎ ǘƘŀǘ ƘŀǾŜ ŜƴǘŜǊŜŘ ǘƘŜ ǎȅǎǘŜƳΦ  

This no go area means that the vessel will prevent itself from going within these limits. If the 
boundaries of the area are exceeded, the vessel will have a limited amount of time to get out of the 
no go area. If the vessel is does not succeed it will raise alarm and hold position until support arrives. 
This has to be at least 24 miles outside of the nearest coast to avoid diplomatic issues. 

3.5 Conclusion 
Before vessels will be able to set sail around the world autonomously, there have to be changes in 
the on board system and its protection. The changes that have to be made are: 

¶ Keeping all on board systems up to date in software and hardware 

¶ Creating a secure on board system with limited input from outside sources 

¶ Creating boundaries for the on board system, that will trigger the safety switch if exceeded. 

¶ Making a backup system if the first system should fail. 

¶ Delimiting the no-go area to prevent the vessel from being hijacked 

This is to create a safe environment against hackers and hijackers, and to ensure that the vessel will 
arrive safely in the next harbour. 
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4. Fire on board  

4.1 General 
ς Sub question  
How can fire on board an autonomous vessel be prevented and responded to? 
ςMethodology  
To answer this sub question literature concerning the prevention of fires and fire detection systems, 
as well as the internet has been used. 

4.2 Introduction  
Fire is one of the most dangerous incidents to happen on board. It is dangerous for crew, vessel and, 
when not taken action upon, the environment. A fire must be as soon as possible detected and 
extinguished. However, this is easier said than done ōŜŎŀǳǎŜ ŀ ŦƛǊŜ Ŝŀǎƛƭȅ άƧǳƳǇǎέ ŦǊƻƳ one 
compartment to the next. So when a fire is raging within a compartment the surrounding 
compartments should be cooled. During these fire fighting operations the safety of the crew should 
be the highest priority.  

When a vessel sails autonomously the human error will be erased from the ship. But with erasing the 
human error a part of solutions for extinguishing fires will also be removed from the ship. This part of 
the research lays the focus on the missing part in the human solution for extinguishing of fires.   

4.3 Prevention of fires  
²ƘŜƴ ƛǘ ŎƻƳŜǎ ǘƻ ŦƛǊŜ ƛǘΩǎ better to be safe than sorry. The best way to prevent fire is to build a vessel 
with a proactive safety model towards fire related deficiencies. To keep records of these deficiencies 
a databank is needed. This databank should be filled with known incidents/near misses involving fire. 
Every incident/near miss would need a thorough root cause analysis. When the root cause is known 
the safety model can be adapted to eliminate this cause.  

When the autonomous vessel starts sailing, a good record should be kept. When a newer type of 
vessel is constructed, the previous causes should be taken into consideration. Also the maritime 
researchers should be encouraged to do more research about this subject. This way every model is a 
bit safer with a less chance of fire. (Omer Soner, 2015) 

Another idea is to equip the vessel with an inert gas generator, this generator will supply the engine 
room with inert gas, which replaces the oxygen in the engine room and prevents explosions and fires 
from occurring.  

An inert gas is a gas which does not undergo chemical reactions under a set of given conditions. The 
inert gas keeps the oxygen content in the atmosphere below 5%, thus making any air/hydrocarbon 
gas mixture in the too rich (too high a fuel to oxygen ratio) to ignite. (Inert gas, 2016)  

Extra design requirements need to be implemented before the inert engine room can become 
operational. These requirements consist of safety features such as forced ventilation and measuring 
devices in case the engine room has to be entered by humans, as well as requirements for the engine 
design, such as the entrance of scavenging air to the engine itself.   

For more information about the inert gas engine room, see the research report of Topic 5 ς 
Propulsion and maintenance.  
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4.4 Fire detection  
Early fire detection is the second best thing right after prevention. The fire detection system will 
detect a fire in an upcoming stage. In this stage it is easier to control and extinguish. Every 
compartment on board needs to be fitted with a detection system. This will result in a coverage of 
nearly 100%. Nowadays there are already a lot of different fire detectors on board. However, these 
ŘŜǘŜŎǘƛƻƴ ǎȅǎǘŜƳǎ ŀǊŜ ƴƻǘ ŀǳǘƻƳŀǘƛŎ ȅŜǘΦ .ƻǎŎƘ ŎƻƳŜǎ ǳǇ ǿƛǘƘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇǊƻŘǳŎǘΣ ǘƘŜ ΨŀǳǘƻƳŀǘƛŎ 
CƛǊŜ 5ŜǘŜŎǘƻǊ ппл {ŜǊƛŜǎΩΦ ¢Ƙƛǎ ǇǊƻŘǳŎǘ ǘŀƪŜǎ ƻǾŜǊ ŀ ǇŀǊǘ ƻŦ ǘƘŜ ƘǳƳŀƴ ŜƭŜƳŜƴǘ ǿƛǘƘ ǘƘŜ ΨLƴǘŜƭƭƛƎŜƴǘ 
{ƛƎƴŀƭ tǊƻŎŜǎǎƻǊέ όL{tύΦ ¢Ƙƛǎ ǇǊƻŎŜǎǎƻǊ Ŏƻƴǘƛƴǳƻǳǎƭȅ ŀƴŀƭȅǎŜǎ ƛƴǇǳǘ Řŀǘŀ ŦǊƻƳ ǘƘŜ ǎŜƴǎƻǊǎΦ ! ŎƻƳǇƭŜȄ 
algorithm ensures the sensor pattern matches that of a real fire scenario to provide immunity against 
possible false alarm rates as can be seen in figure 1. Implementing this on an autonomous vessel it 
will increase the detection rate of fires on board. (Bosch) 

 
Figure 1 ς (Bosch) 

4.4.1 False alarm 
To prevent a false alarm from happening arrangements have to be made on board the autonomous 
vessel that can check if an alarm is false or real. This can be done by the CCTV system, but not 
everything can be detected by camera. That why the autonomous vessel has to be equipped with an 
autonomous fire detection robot. This robot is still in development, but results so far are promising. 
This robot has three kinds sensors available: a light sensor, a Thermal Infrared Sensor (TIS) and a 
proximity sensor. The robot has only a vision width of 45°, but to give it more coverage ground whilst 
driving, it drives a sinusoidal path. With the use of the proximity sensor it avoids possible obstacles. 
The robot also carries a small extinguisher that can be used for small starting fires. (Adeel ur Rehman, 
2015)   

To demonstrate how this will be implemented a fictional situation will be created. 

Fictional situation  
A sensor receives input of a high temperature. This sensor will send a signal to the ISP. When the ISP 
ŎƘŜŎƪǎ ǘƘŜ ǎƛƎƴŀƭ ƛǘ ƎƛǾŜǎ ǘƘŜ ŀƭŀǊƳ ƻŦ ŀ άǊŜŀƭέ ŦƛǊŜΦ ¢ƘŜ L{t ǿƛƭƭ ǎŜƴŘ ŀ ǎƛƎƴŀƭ ǘƻ ǘƘŜ ŦƛǊŜ ŘŜǘŜŎǘƛƻƴ 
robot (FDR) with information which compartment to check. When the robot enters this 
compartment it will drive around to check for fires. When a fire is detected it will drive up to it as 
close as 30 cm from the flame. With the small extinguisher it will extinguish the fire. When this fire is 
extinguished the fire detection robot will drive further to check this compartment for other fires.  
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4.5 Control and extinguish fires  
When a fire is detected it has to be extinguished. There are several methods of doing this unmanned, 
for example with sprinkles or another kind of fixed fire suppressing system. This results in a large 
area effected by the extinguish medium. Of course the fixed installations are still needed if the fire 
grows too big or uncontrollable within a compartment. The fire detection robot already has the 
capacity to extinguish small fires. However, if a fire becomes bigger there will arise a question for 
more extinguishing capacity. A solution for this problem will be a second robot. This is a so called Fire 
Fighting Robot (FFR). This Fire Fighting Robot works nearly the same as the Fire Detection Robot but 
has some important differences such as better thermal insulation, this leads to an operation 
temperature of 700 degrees Celsius. The FFR has also a greater capacity of extinguishers that can be 
easily be refilled at a power and refilling station. When necessary a hose can be connected to the 
rear of the FFR for continuous fire fighting. With a laser pointer it is easy to see where is aimed at. 
The camera used by the FFR a fire can be located despite smoke in the compartment. This is done by 
scanning for various wave lengths radiated from the fire.  The disadvantage ǘƛƭƭ ƴƻǿ ƛǎ ƛǘΩǎ ƴƻǘ Ŧǳƭƭȅ 
atomised yet and has to be controlled remotely. (AlHaza T, 2015) 

4.6 Conclusion  
A database has to be made which contains information about calamities involving fire. This database 
brings designers and shipbuilders the guidance in design and construction of new types of 
autonomous vessel, which are improved to avoid previous calamities. If despite these preventions a 
fire breaks out, the sensors on board the vessel will register this and send this to the ISP, which sends 
in a Fire Detection Robot (FDR)Φ ²ƘŜƴ ǘƘŜ ŦƛǊŜ ŎŀƴΩǘ ōŜ ŜȄǘƛƴƎǳƛǎƘŜŘ ōȅ ǘƘŜ C5w, a Fire Fighting Rotor 
(FFR) will be deployed for a bigger extinguishing capacity. If the fire gets completely out of control, 
the use of fixed fire suppression systems is needed. The only system which is not yet autonomous in 
this procedure is the FFR, but for now this is a safer way than fully autonomous fire fighting. 
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5. Calamities involving cargo on board  

5.1 General 
ς Sub question  
How can calamities involving cargo on board an autonomous vessel be prevented and responded to? 
 
ςMethodology  
To answer this sub question literature concerning the lashing of cargo on board vessels, as well as the 
internet has been used. Also has there been contact with a specialists of the TU Delft for information 
about designing a device or robot to check the tension of the lashing bars during the ocean crossing.  

5.2 Introduction  
There are a lot of different cargoes, for this part of the project the research will focus on containers. 
This is because MUNIN ς Maritime Unmanned Navigation through Intelligence in Networks ς says 
that dry bulk and containers are probably the first type of vessels that will sail autonomously.  
To prepare the cargo for a voyage everything has to be sea fastened. This means everything needs to 
be lashed in the right way. If this is not done by procedure, cargo can break loose and slide 
uncontrollably across the ship. This will result in collateral damage with dangerous situations for ship 
and environment. Nowadays ships are loaded and lashed by men, during the voyage the crew will 
check and retention the lashing gear.   

5.3 Mechanical stresses in maritime transport  
Cargo which is transported overseas will always be subjected to forces. These forces cause 
mechanical stresses in the vessel itself as well as in lashing gear of the cargo. 

{ŜŎǘƛƻƴ м άDŜƴŜǊŀƭ ŎƻƴŘƛǘƛƻƴέ ƛƴ ǘƘŜ LahκL[hκ¦b9/9 /ƻŘŜ ƻŦ tǊŀŎǘƛŎŜ ŦƻǊ tŀŎƪƛƴƎ ƻŦ /ŀǊƎƻ ¢ǊŀƴǎǇƻǊǘ 
Units (CTU Code) clearly states, for example in point 1.1:  

ά±ƻȅŀƎŜǎ ŀǊŜ ƳŀŘŜ ƛƴ ŀ ǾŀǊƛŜǘȅ ƻŦ ǿŜŀǘƘŜǊ ŎƻƴŘƛǘƛƻƴǎ ǿƘƛŎƘ ŀǊŜ ƭƛƪŜƭȅ ǘƻ ŜȄŜǊǘ ŀ ŎƻƳōƛƴŀǘƛƻƴ ƻŦ 
forces upon the ship and its cargo over a prolonged period. Such forces may arise from pitching, 
ǊƻƭƭƛƴƎΣ ƘŜŀǾƛƴƎΣ ǎǳǊƎƛƴƎΣ ȅŀǿƛƴƎ ƻǊ ǎǿŀȅƛƴƎ ƻǊ ŀ ŎƻƳōƛƴŀǘƛƻƴ ƻŦ ŀƴȅ ǘǿƻ ƻǊ ƳƻǊŜΦέ 

Point 1.2 continues: 

άtŀŎƪƛƴƎ ŀƴŘ ǎŜŎǳǊƛƴƎ ƻŦ ŎŀǊƎƻ ƛƴǘƻκƻƴǘƻ ŀ /¢¦ ǎƘƻǳƭŘ ōŜ ŎŀǊǊƛŜŘ ƻǳǘ ǿƛǘƘ ǘƘƛs in mind. It should 
never be assumed that the weather will be calm and the sea smooth or that securing methods used 
ŦƻǊ ƭŀƴŘ ǘǊŀƴǎǇƻǊǘ ǿƛƭƭ ŀƭǿŀȅǎ ōŜ ŀŘŜǉǳŀǘŜ ŀǘ ǎŜŀΦέ 

The acceleration values which have to be anticipated in the maritime transport depend on a few 
aspect, such as the shape of the surface or sub-surface of the vessel, its beam, the position of the 
centre of gravity  and centre of buoyancy as well as similar parameters which determine the 
behaviour of the vessel at sea.  

The movements of the vessel may be divided into three different types of linear motions and three 
types of rotational motions, these types of motions are shown in table 1 and visualized in figure 2. 

Linear motion  Rotational motion  

Surging is motion along the longitudinal axis. Rolling is motion around the longitudinal axis. 

Swaying is motion along the transverse axis. Pitching is motion around the transverse axis. 

Heaving is motion along the vertical axis. Yawing is motion around the vertical axis. 
Table 1 ς (IMO/ILO/UNECE, 2016) 
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Figure 2 ς (IMO/ILO/UNECE, 2016) 

Vibration from the hull can be transferred to the cargo. The goods will then be exposed to stresses 
cause by the extremely low frequency oscillations generated by sea conditions and by higher 
frequency machinery and propeller vibration. By using seaworthy shipping packages, which are fit for 
purpose, those risks are avoided.   

The absolute acceleration values encountered on board a vessel are not excessively high. In 
favourable stowage spaces, those acceleration values may even be considerably lower than those 
encountered in land or air transportation. In a great deal of cases will the value stated in table 2 not 
even occur. However, the frequency with which the motion occurs must be kept in mind. When a 
vessel encounters a rolling period of 10 seconds, the vessel moves side to side 8640 times a day, this 
brings metal fatigue in the lashing gear due to the constantly changing forces. 

Mode of transport: 
oceangoing vessel 

Forward acting 
forces 

Backward acting 
forces 

Sideways acting 
forces 

Baltic Sea 0.3 g (b) 0.3 g (b) 0.5 g 

North Sea 0.3 g (c) 0.3 g (c) 0.7 g 

Unrestricted  0.4 g (d) 0.4 g (d) 0.8 g 

1 g = 9.81 m/sec². The values mentioned above should be combined with static gravity force 
of 1.0 g acting downwards and a dynamic variation of: 
 (b)= ±0.5 g (c)= ±0.7 g  (d)= ±0.8 g 

Table 2 ς (IMO/ILO/UNECE, 2016) 

The values stated in the footnotes of the table, (a), (b), (c), describe the accelerations in the vertical 
direction. Such accelerations are particularly high in pitching and rolling movements and can easily 
reach 1 g. This is way the CTU packing guidelines state the maximum at 0.8 g. The vertical 
acceleration reduces friction forces and increases stack pressure. In figure 3 can an overview be seen 
of the acceleration forces which prevail on board a vessel. (IMO/ILO/UNECE, 2016) 

 

Figure 3 ς (IMO/ILO/UNECE, 2016) 
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5.3 Prevention  
A conventional way of lashing a container stack is with the use of twist locks and lashing bars. The 
ǘǿƛǎǘ ƭƻŎƪǎ ŘƻƴΩǘ ƴŜŜŘ ŀƴȅ ŀǘǘŜƴǘƛƻƴ ƻŦ ǘƘŜ ŎǊŜǿ ŘǳǊƛƴƎ ǘƘŜ ǾƻȅŀƎŜΣ ƭŀǎƘƛƴƎ ōŀǊǎ ƻƴ ǘƘŜ ƻǘƘŜǊ ƘŀƴŘ Řƻ 
need attention. This Because of switching forces, it is possible that the lashing bar becomes slack 
during the voyage. These bars have to be set back on tension again. Normally this is done by the 
crew, but on an autonomous vessel this should be done in another way.  

During the field research contact had been made with a specialist of the TU Delft for information 
about the forces that can occur on the lashing gear and to design device that is capable to check and 
adjust the tension of the lashing bars during the ocean crossing.  

5.3.1 Calculations  
Because the lashing bar is connected between two hinged points, one on the weather deck and one 
on top of the container itself, will it be exposed to bucking forces.  

Because it is not possible to calculate the bucking load on a lashing bar in sea or heavy weather 
conditions, will be a maxima be taken. In the Rules of Classification and Construction, Ship 
Technology, Stowage and Lashing of Containers of the Germanischer Lloyd can be found that the 
lashing rod needs to have an minimal Safe Working Load (SWL) of 23 tonnes and the turning buckle a 
minimal SWL of 18 tonnes. (Germanischer Lloyd SE , 2013) 

Despite that the Safe Working Load indicates the allowable stresses in the rod and buckle, not the 
Minimum Breaking Load (MBL), and because the turning buckle has the lowest SWL of 18 tonnes will 
this data be used for the calculations.  

Because the lashing bar and turning buckle are connected between two hinged points. The following 
Euler bucking formula can be used:  

Ὂ  
“ Ὁz  zὍ

ὑ ὒz
 

Fcr Critical load 18 tonnes (180,000 Newton) 

E ¸ƻǳƴƎΩǎ ƳƻŘǳƭŜǎ ƻǊ ŜƭŀǎǘƛŎ ƳƻŘǳƭǳǎ Steel: 200 GPa (200,000 N/mm2) 

I Smallest moment of inertia of the cross-section 
normal 

5 · 10 -6 m4 

K Attachment-coefficient 1 

L Length of column 2380 mm 

D Diameter of column  25 mm Ą r= 12,5 mm 

But because the critical load is already known, 18 tonnes, this formula becomes unnecessary for the 
calculations. The next step is to calculate the maximum allowable stresses of the lashing bars, this is 
done by using the following formula: 

„
Ὂ

ὃ

ρψπȟπππ ὔ

“z ρςȢυ
σφφȢφω .

ÍÍ
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Since „ is known, the next step is to calculate fractional extension or strain and the change in 
ƭŜƴƎǘƘΦ ¢Ƙƛǎ ƛǎ ŘƻƴŜ ōȅ IƻƻƪŜΩǎ ƭŀǿ ǿƘƛŎƘ ƛǎ ŀǎ ŦƻƭƭƻǿǎΥ  

„ ‐z Ὁ 

ʎ Maximum allowable stress Ȣ  Ἒ
ἵἵ

 

ʀ Fractional extension or strain Unknown 

E ¸ƻǳƴƎΩǎ ƳƻŘǳƭŜǎ ƻǊ ŜƭŀǎǘƛŎ ƳƻŘǳƭǳǎ Steel: 200 GPa (200,000 N/mm2) 

l0 Original length  2380 mm 

ɝÌ Change in length Unknown 

„ ‐z Ὁᴼ ‐
„

Ὁ
 
σφφȢφω.

ÍÍ
 

ςππzρπ.ÍÍ 
ρȢψσστφρzπ  

By multiplying the fractional extension or strain ‐ with the original length of the lashing bar ὰ  the 
change in length will follow.   

Ўὰ ὰ ‐z ςσψπ άά ρzȢψσστφρzπ τȢσφ άά 

As a conclusion can be said that when the turning buckle is subjected to its critical load of 18 tonnes 
(180,000 Newton) a total change in length of only 4.36 mm will occur, this is well within exactable 
ranges. In case the forces on the turning buckle excited above the 18 tonnes, it is possible that plastic 
deformation or fracture occur, these types of deformation are irreversible.  
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5.3.2 Container lashing securing device  
Since the forces on the lashing bars are constantly changing, the lashing bars become slack during 
the voyage. It is essential that these bars are tensioned again, to the right amount of tension, so the 
containers stay safely secured on the vessel. On board conventional vessels this is done every day by 
the crew by hand. But since an autonomous vessel has no crew on board, which can inspected the 
tension of the bars, it has to be done automatically.  

To achieve a good working system a good overview is needed of the tension on all the lashing bars. A 
possible way to get this working is fitting each lashing bar with a tension meter. This meter will be 
connected to a central operating panel. The control panel will check the tensions on the bars. If the 
tension on one of the bars is too low, it needs to be tensioned again. 

The idea is to invent an intergraded system of hydraulic cylinders in the weather deck, as shown in 
figure 4. Each cylinder is connected to the D-ring in which the container lashing bar is secured. In 
case the tension of the lashing bar is reduced, the operating system will notify the hydraulic power 
pack to start-up and pressurize the hydraulic cylinder. This will result into downwards motion of the 
D-ring and re-tensions the lashing bar to the right amount of tension. 

For this system to work it is essential that every D-ring, in which a container lashing bar is secured, 
has its own hydraulic cylinder. This is because not every lashing bar will become as slack as its 
neighbour, which will eventually result into less hydraulic pressure needed for the re-tension of the 
lashing bar. The forces acting on the cylinder are mainly pulling forces, but this is not a problem. For 
example, a hydraulic cylinder with a bore of Ø140 mm, a rod of Ø100 mm and a maximum working 
load of 300 bar can resist a pulling force of 266 kN (26,6 tonnes), this is more than the SWL of the 
turning buckle. (MTS Cilinders) 

An advances of such an intergraded system is that all arrangements are installed beneath the 
weather deck of the vessel. This saves space on top of the weather deck and ensures that the 
equipments is protected against the elements.  

A disadvantage of the intergraded system is the cost and maintenance of the hydraulic power pack 
and hydraulic cylinders. Another issue which has to be solved is the redundancy of the integrated 
system, e.g. in case of a burst of a high pressure hose. 

 
Figure 4 ς (Iersel) 
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5.4 Response  
If containers are not well stowed the forces on the lashing bars could extend above the SWL. This 
could result in breaking the bar and let the container stack tumble over. When this problem would 
occur there will be not much that can be done, not by men or machine. Additional bars can be set on 
the cargo but most important is to sail as fast and safe as possible to an emergency port to solve the 
problem.  

5.5 Conclusion 
Calamities involving cargo on board autonomous vessels could best be prevented. This could be 
achieved by regular checks of the tension on the lashing bars. If the lashing bar will become less 
ǘŜƴǎƛƻƴŜŘ ŘǳǊƛƴƎ ŀ ǾƻȅŀƎŜ ŀ άǘŜƴǎƛƻƴ ŎƘŜŎƪƛƴƎ ǎȅǎǘŜƳέ ǿƛƭƭ ŘŜǘŜŎǘ ǘƘŀǘ ǘƘŜ ōŀǊ ƴŜŜŘǎ ǘƻ ōŜ ǊŜ-
tensioned. This will activate the re-tension system, which consists of a hydraulic cylinder. Because of 
the downward motion of the cylinder, the lashing bar will be re-tensioned. Because all arrangements 
are installed beneath the weather deck of the vessel, space is saved on top of the deck and the 
equipment is protected against the elements. But further research has to be done in order to make 
the integrated system redundant and capable to be equipped on board autonomous vessels. 
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6. Piracy  

6.1 General 
ς Sub question  
How can piracy on autonomous vessels be prevented and responded to? 

ςMethodology  
To answer this sub question literature concerning the piracy conditions nowadays, prevention and 
response to piracy attacks on conventional vessels, as well as the internet has been used. Also has 
there been contact with specialists of the Royal Netherlands Navy about the prevention and 
response to piracy attacks and their vision on the protection of autonomous vessels.  

6.1 Introduction  
Head of engineering and technology for the marine division of Rolls-wƻȅŎŜΣ hǎƪŀǊ [ŜǾŀƴŘŜǊΥ άI believe 
that in many ways automating a ship should be a lot easier than automating aircraft. For a start, if 
something did go wrong, instead of falling out of the sky a drone ship could be set by default to cut its 
engines and drop anchor without harming anyone. As for piracy, with no crew to be taken hostage it 
would be much easier for the armed forces to intervene. Of course, more modern pirates might try to 
hack their way into the controls of an autonomous ship to take command.έ (The Economist, 2014) 

Mr. Levander has a view related to this subject on piracy, many companies and researchers will share 
with him. This is why it is very important to do research on this subject regarding piracy on 
autonomous vessels, because piracy might still be a relevant issue for autonomous vessels. But the 
question is if pirates still have an interest in autonomous vessels. For instance, in 2015 a few (gasoil) 
tankers near Singapore & the Strait of Malacca have been hijacked to with the intention to steal its 
cargo/oil. With no crew on board the only matter is to take control of the ship if cargo is the main 
target. Of course this does not apply to all types of autonomous vessels for instance bulk carriers but 
still these vessels have fuel on board which can be stolen and transferred to a pirate vessel.  

6.2 Piracy nowadays 
UNCLOS (United Nations Convention on the Laws of the Sea) are international law regulations at sea. 
UNCLOS characterizes piracy very specifically. Article 101 of UNCLOS states:  

Piracy consists of any of the following acts:  
a. Any illegal acts of violence or detention, or any act of depredation, committed for private 

ends by the crew or the passengers of a private ship or a private aircraft, and directed:  
i. On the high seas, against another ship or aircraft, or against persons or property on 

board such ship or aircraft;  
ii. Against a ship, aircraft, persons or property in a place outside the jurisdiction of any 

State;  
b. Any act of voluntary participation in the operation of a ship or of an aircraft with knowledge 

of facts making it a pirate ship or aircraft;  
c. Any act of inciting or of intentionally facilitating an act described in subparagraph (a) or (b). 

(Fedeli, 2010) 

Modern piracy has been a big problem for the maritime transport. In particular major shipping routes 
like the Gulf of Aden, Singapore Strait and the Strait of Malacca, Gulf of Guinea and around the north 
coast of South America. The last few years have shown a decrease in piracy activity for the Gulf of 
Aden and the Indian Ocean because of international navy patrols. Nevertheless, this does not mean 
ǘƘŀǘ ǇƛǊŀŎȅ ŘƻŜǎƴΩǘ ƻŎŎǳǊ ŀƴȅƳƻǊŜΦ  
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Pirates often favour small boats to attack cargo vessels. These are difficult to spot on radar or to be 
seen for the lookout. Many times, pirates focus rather than cargo, on taking hostages, the ships safe 
and/or personal belongings of the crew. But cargo is a big target as well. In the Malacca strait and 
around Singapore Strait, a number of (small) gasoil tankers were hijacked last year. The crew remains 
ƻŦǘŜƴ άǳƴƘŀǊƳŜŘέ ōǳǘ ƻƴŜ or more pirate tankers come along side and the gas oil is transferred to 
the pirate vessel(s). In this way it even might look one of the vessels is bunkering fuel.  (Crime on the 
ƘƛƎƘ ǎŜŀǎΥ ¢ƘŜ ǿƻǊƭŘΩǎ Ƴƻǎǘ ǇƛǊŀǘŜŘ ǿŀǘŜǊǎΣ нлмпύ 

6.2.1 The four forms of piracy  
There are four forms of piracy, namely: 

¶ Low Level Armed Robbery 

¶ Medium Level Armed Assault and Robbery 

¶ Major Criminal Hijack 

¶ Hijack and Ransom  
(Woudstra, 2009) 

Low Level Armed Robbery 

Low level criminals aiming for a quick loot. They operate in small skiffs and are low level armed as 
well. (Woudstra, 2009) 

Medium Level Armed Assault and Robbery 

Local criminals with an organization structure and taking everything on board of value. They operate 
as well in small skiffs but in combination with a mother vessel. (Woudstra, 2009) 

Major Criminal Hijack  

Excellent planning, organization and equipment. Very aggressive and they might even use larger 
vessels to make them look like authorities. They aim at the bigger profits once they come on board. 
Mostly they hijack a vessel and sail it to a quiet location. There, the cargo is discharged, the vessel 
repainted and is given as well another vessels name and registration. (Woudstra, 2009) 

Hijack and ransom (Somalia)  

The crew is taken hostage, the vessel is sailed to an quiet location near the coast and they contact 
the vessels company to demand a ransom. The crew is mostly unharmed because pirates understand 
that the crew is their cargo. (Woudstra, 2009) 

Once a vessel is under attack, it has to take actions according to the BMP (Best Management 
Practices, this involves like making maximum speed, manoeuvring and activating the hoses. If these 
ŀŎǘƛƻƴǎ ŘƻƴΩǘ ǎǳŎŎŜed against the pirates and manage to get on board, the crew has to go to the 
vessels citadel. If the crew manage to get into the vessels citadel, a hostage situation is prevented. 
Marines can go on board of the hijacked vessel and clear it of pirates.  

In case crew is not (all) safe in the citadel, the pirates can use them as hostage. From that point there 
is nothing the Royal Netherlands Navy can do. It is better to pay the ransom, than taking the risk of 
the crew getting harmed. For most ship-owners is the crew, reputation, the vessel and its cargo more 
valuable than the ransom which has to be paid.  

It is important to mention that the ransom can be marked, numbers of the money can be stored in a 
database so the money can be traced back. The ransom will come back on the marked by purchases 
of the pirates, which will show the money flows of the pirates. 

All these four forms of piracy can still be applied on autonomous vessel, the only difference is that 
there is no crew on board which can be robbed or taken hostage for ransom. Nevertheless, the cargo 
on board of the vessel is still vulnerable.  
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6.2.2 Prevention and response nowa days 
The IMO (International Maritime Organisation) has the vesselΩs flag state come up with regulations 
for arming the vessel with weapons and guards. Vessels take for instance security on board in Egypt 
after the Suez Channel and drop them off in Sri Lanka. (www.imo.org) 

The Maritime Security Centre ς Horn of Africa (MSCHOA) has published the BMP4 (Best Management 
Practices to Deter Piracy off the Coast of Somalia and in the Arabian Sea Area) which contains 
important information regarding piracy, activities and attacks including preparations to be taken 
ōŜŦƻǊŜ ŜƴǘŜǊƛƴƎ ǘƘŜ ΨIƛƎƘ wƛǎƪ ½ƻƴŜΩ ŀƴŘ ƛƴŦƻǊƳŀǘƛƻƴ ŦƻǊ ǘƘŜ ŎǊŜǿ ǿƘŜƴ ǘƘŜ ǾŜǎǎŜƭ ƛǎ ǳƴŘŜǊ ŀǘǘŀŎƪΦ 
The High Risk Zone is illustrated in the BMP4 and shows the zone, piracy activity occurs but this book 
is usable anywhere in the world against piracy. 

It is a fact that vessels with a relatively low freeboard and a cruise speed below 15 knots are a more 
favourable target for pirates and are easy to attack. This is a reason the BMP4 contains a chapter 
ŜƴǘƛǘƭŜŘ ά{ŜƭŦ- tǊƻǘŜŎǘƛǾŜ aŜŀǎǳǊŜǎέ ǿƘƛŎh lays out a list of possible preparations including: 

¶ Watch keeping measures including camera, security and lighting advice 

¶ Bridge protection measures 

¶ Control of accommodation, bridge and machinery space measures 

¶ Psychical, water spray and foam monitor measures 

¶ LƴŦƻǊƳŀǘƛƻƴ ǊŜƎŀǊŘƛƴƎ ƳŀƴƻŜǳǾǊƛƴƎΣ ǎƘƛǇΩǎ ǘƻƻƭǎ ŀƴŘ ŀƭŀǊƳǎ ƛƴŎƭǳŘƛƴƎ ŘǊƛƭƭǎ ŀƴŘ ŎƛǘŀŘŜƭǎ 

(BMP4) (Wikipedia piracy) 

 6.2.3 Difference of piracy for normal and autonomous vessels  
The fact that there is no crew on board autonomous vessels that can be taken as hostage, does not 
change the fact that piracy still occurs and does not guarantee pirates will have no interest in 
autonomous vessels. If pirates in the future will attack an autonomous vessel, the cargo or vessel will 
ōŜ ǘƘŜ ǘŀǊƎŜǘ ƛƴǎǘŜŀŘ ƻŦ ǘŀƪƛƴƎ ƘƻǎǘŀƎŜǎΦ LǘΩǎ ƴƻǘ ōŜƛƴƎ ǳǎŜŘ ȅŜǘ ŀǎ ŦŀǊ ŀǎ is known but in case an 
ŀǳǘƻƴƻƳƻǳǎ ǘŀƴƪŜǊ ƛǎ ŀǘǘŀŎƪŜŘ ŀƴŘ ƛǘ ƛǎ Ψƴƻǘ ǳƴŘŜǊ ŎƻƳƳŀƴŘΩ ŀǘ ǎŜŀΣ ǇƛǊŀǘŜǎ ŎƻǳƭŘ ǘŀƪŜ ǘƘŜ ǾŜǎǎŜƭ ŀǎ 
άƘƻǎǘŀƎŜέΦ ¢ƘǊŜŀǘŜƴƛƴƎ ǘƻ ōƭƻǿ up or sink the tanker to cause a massive environment pollution, they 
can still claim a lot of money. To prevent this from happening, an innovative solution has to be found.  
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6.3 Worldwide activity of piracy  

6.3.1 Worldwide overview of pirate activity  
The website of the IMB (International Maritime Bureau) shows the worldwide activity of piracy. 
Attached in Appendix 1, the full investigation of piracy activity for the period of 01-01-2016 until 17-
05-2016. Appendix two shows another investigation of the IMB regarding piracy activity during the 
last few years. These two investigations show some very interesting facts, as can be seen in table 3. 

 2014 

January - December 

2015 

January - December 

2015 

January - June 

2016  

January ï May 17th 

Total incidents 245 246 134 74 

Boarded 183 203 106 50 

Fired upon Unknown 1  10 

Hijacked 21 15 13 5 

Hostages 442 271 250 At least 44 

Table 3 

6.3.2 Somali piracy  
Somali piracy activity has been a major problem for the maritime world. In 2009 & 2010 the number 
of incidents peaked around 180 with 51 hijacked vessels in 2010, as can be seen in diagram 1. 
Different figures appear on the internet, but they are all based on the numbers of the IMB. This 
difference in figures is probably due to the investigated area of the different investigations. After all, 
the anti-piracy measures last years have made a huge decrease in these statistics of activity.  

 

Diagram 1 
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Another investigation based upon IMB figures, shows a decrease in activity as well, only with 
different numbers, as can be seen in table 4. (Hellenicshippingnews.com) 

Area Year 2009 2010 2011 2012 2013 2014 2015 2016 (January 

ï 17th May) 

Gulf of 

Aden 

Number of 

 incidents 

181 182 237 75 15 11 0 2 

Table 4 

.ǳǘ .atΩǎ aǊ aǳƪǳƴŘŀƴ ǎŀƛŘΥ ϦSomalia remains a fragile state, and the potential for an attack 
remains high. It will only take one successful hijacking to undo all that has been done, and rekindle 
this criminal activityέ 

The conclusion of Mr Mukundan gives reason to investigate piracy related to autonomous vessels 
because the reaction on autonomous vessels is unclear. (Statista.com) (ICCWBO.org) 

6.3.3 Singapore/Malacca Strait  
A very interesting article written by Ted Kemp, published on September 2014 says:  

Unlike the Somali piratesτwho, incidentally, are now almost out of businessτthe pirates of southern 
Asia rarely, if ever, seize hostages. They're in the business of stealing cargoes of liquid fuel. Experts 
say, they're highly organized criminal enterprises that gather intelligence, coordinate attacks, work in 
discrete teams, sometimes have their own tankers and then sell what they steal to big, pre-arranged 
buyers. 

From a business standpoint, the boom in south Asian piracy makes a lot of sense. A third of the 
world's shipping moves through the Strait of Malacca and Singapore Strait each year, including most 
trade between Europe and China, and nearly all the crude oil that moves from the Persian Gulf to the 
big Asian economies like China, Japan and South Korea. About 130,000 vessels arrive in Singapore 
each year alone, according to both Singaporean and international estimates. 

While the Somalia piracy activity is decreasing after 2011, the South East Asia piracy activity has been 
rising according to IMB numbers. 

The Gulf of Aden numbers compared with the following summarized numbers, see table 5: 

Area Year 2009 2010 2011 2012 2013 2014 2015 2016 (January 

ï 17th May) 

SE Asia Number of 

 incidents 

42 63 80 104 128 141 147 20 

Gulf of 

Aden 

Number of 

 incidents 

181 182 237 75 15 11 0 2 

Table 5 

In 2015 actions taken by the Malaysian and Indonesian Authorities against pirate gangs appear to 
have had the necessary effect. No small tankers have been hijacked in South East Asia in the first 
quarter of 2016.  

Related to autonomous vessels it is unclear to tell how this type of piracy will react to autonomous 
vessels. Important to mention is that a lot of incidents are low level theft incidents which mean 
robbery of Crew P.E. (Personal Effects/belongings) and ships store/properties. This does not change 
the fact small tankers have been hijacked. 

(Piracy Singapore) (Hellenicshippingnews.com) (Maritime-executive.com) 
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6.3.4 Gulf of Guinea (Nigeria)  
New figures of the IMB show a major increase of (armed) piracy activity in the Gulf of Guinea and in 
ǇŀǊǘƛŎǳƭŀǊ ƻŦŦ ǘƘŜ Ŏƻŀǎǘ ƻŦ bƛƎŜǊƛŀΦ aǊ aǳƪǳƴŘŀƴ ƻŦ ǘƘŜ La. ǎŀƛŘ άReports in the last quarter indicate 
unacceptable violence against ships and crews in the Gulf of Guinea, particularly around Nigeria. The 
current increase in kidnappings is a cause for a great concernέΦ  

Numbers of the IMB shown in Appendix 2 show 29 reported incidents in the first quarter of 2016 
(January ς 17th May) with 23 reports off the coast of Nigeria. Summarized the following numbers 
appear: 3 hijacked vessels, 9 fired upon cases, 13 boarded vessels and 5 attempts with most 
(reported) cases an armed incident involving guns. Furthermore, 26 kidnapped crew members, 2 
injured and one stolen (repainted) vessel. 

Related to autonomous vessels, the upcoming and latest piracy activity in the Gulf of Guinea is 
reason to investigate preventions against piracy. However, patrols and actions against piracy show a 
decrease of activity against Somali pirates and as well for South East Asia. This could be one of the 
solutions as well for this area. (Maritime-executive.com) 

6.4 Possible ways to attack or attempt to enter an autonomous vessel  

6.4.1 Sabotage  
Without any crew on board autonomous vessels, it could be easy for pirates to, for example blow up 
the vesselΩs propeller, to make the ǾŜǎǎŜƭ Ψƴƻǘ ǳƴŘŜǊ ŎƻƳƳŀƴŘΩΦ bƻǿadays the crew or security on 
board could prevent these actions with spraying, (warning) shots etc. But without a crew or security 
this is a possible option to attack an autonomous vessel. Of course this is just theoretical because it is 
not known if pirates will attack autonomous vessels by blowing up the propeller because there are 
ƳƻǊŜ ǿŀȅǎ ǘƻ ƳŀƪŜ ǘƘŜ ǾŜǎǎŜƭ Ψƴƻǘ ǳƴŘŜǊ ŎƻƳƳŀƴŘΩ ōǳǘ ǎǘƛƭƭ ƛǘ ƛǎ ŀ ǇƻǎǎƛōƛƭƛǘȅΦ  

Depending on the ships design related to satellite/communication equipment, it could be a 
possibility to damage communication equipment but actually, this has to be prevented during the 
vessels design. Still this is a possible way to attack or attempt to enter an autonomous vessel. If the 
vessel is not under command, pirates can steal its cargo or whatever they are after.   

6.4.2 Entering an autonomous vessel  
Like Somali pirates for example, coming along side and enter the vessel. Then, depending on the 
ships design, pirates could ransack the vessel or destroy its equipment to make the vessel not under 
command. Or pirates could, after entering, threat to sink or burn the vessel and cause a major 
environmental pollution if they do not get a certain amount of money.  

6.4.3 Modern ways of piracy ( South East Asia style) 
Around the world different types of piracy are happening. For this case, not like Somalia pirates 
which ordinary attack vessels, but entering a vessel and load its cargo or bunkers into another vessel. 
This possibility is not focused on the way of entering a vessel but how to prevent piracy like this.  

6.4.4 Conclusion 
Above a few possibilities to attack or attempt to enter an autonomous vessel had been explained. 
Mainly these possible ways can be prevented with security, which is currently on board conventional 
vessels. A possible solution which is investigated in the following chapters is implementing drones on 
board autonomous vessels. 
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6.5 Prevention & response to pirate attacks  

6.5.1 Already existing prevention &  response methods  
As explained before, seafarers nowadays use the BMP4 as one of the information sources when 
entering a piracy area. A lot of preparations are explained to prevent piracy attacks. Patrolling in 
piracy areas as well as sending mariners after a piracy attack are options against piracy. 

Already existing prevention and response which can still be used for autonomous vessels: 

¶ Water spray 

¶ Increasing speed and/or altering course  

6.5.2 Sabotage 
Imagine an autonomous tanker is being attacked by pirates. The vesselΩs propeller is damaged by 
ŜȄǇƭƻǎƛǾŜǎ ŀƴŘ ǘƘŜ ǾŜǎǎŜƭ ƛƴ Ψƴƻǘ ǳƴŘŜǊ ŎƻƳƳŀƴŘΩ ƛƴ ǘƘŜ DǳƭŦ ƻŦ DǳƛƴŜŀΦ bƛƎŜǊƛŀƴ ǇƛǊŀǘŜǎ ŀǊŜ 
threatening to sink the vessel if they do not get a certain amount of money in hours/days. The 
company refuses to pay the money, the pirates sink the vessel and a massive environmental 
pollution is happening.  

To prevent all of this, pirates may not get a change of attacking the vessel if a solution is 
implemented on board autonomous vessels. The original prevention methods are an option but it 
will not stop pirates. The following chapters investigate possibilities. 

6.5.3 Implementing drones  
For example, the entered vessel had two drones on board. The command centre or a special 
innovated radar system spotted the pirates. The command centre could have sent the drones and 
prevented the attack. These drones could be equipped with any kind of gun, Taser or some other 
device. The concept of drones will be investigated in chapter 6.6. 

6.5.4 Prevention and/or response of modern piracy  
Again, modern piracy is piracy where cargo and/or bunkers is the main objective for pirates. 
Cargo/bunkers can be transferred to another vessel. The best known way which already has shown 
its worth is patrolling like the Malaysian and Indonesian government did in 2015 (chapter 6.3.3). This 
patrolling could be done as well by drones but this is another type of drone mentioned in chapter 
6.5.3 and chapter 6.6. The way of patrolling is up to the authorities and the financial possibilities 
(chapter 6.7). 

6.6 Possibilities of drones on  board autonomous vessels  

6.6.1 The idea 
Implementing a drone on board autonomous vessels to prevent a piracy attack. In case pirates 
attempt to attack the vessel, the control of the drone is given to an anti-piracy centre or could be 
done by the normal control centre. But controlling drones requires skill and training, not to mention 
that the situations at sea are not perfect all the time. For this reason, an anti-piracy centre would 
give a solution in combination with one or more drones on board autonomous vessels.  
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6.6.2 Law regulations of ship security  
This whole innovation gives a few problems, first of all the legislation for the use of these drones 
combined with the liability after pirates are injured or killed. Since the navy is using jets to drop 
bombs in war areas and the military is using drones to bomb in war areas, as well to kill terrorists, 
the anti-piracy centre could be controlled by a special part of the military. Still international 
regulations and agreements have to be agreed between countries. The main objective here is to 
replace drones for the current security measures on board conventional vessels. 

Territorial waters  
Under UNCLOS, naval vessels are not permitted to pursue pirates within the territorial waters of a 
state. However, Resolution 1897, which is accepted under UNCLOS, grants permission to all states to 
enter the territorial waters of Somalia to suppress piracy and unlawful acts. Such regulation is 
necessary for implementing drones on board autonomous vessels to replace security. When 
discussing these regulations, in mind should be kept, the requirement that the piratical act occur on 
the high seas or outside the jurisdiction of any state is particularly important. Pirates know 
international law as well. Acts of maritime violence within territorial waters are not technically acts 
of piracy under international law. However, maritime violence within territorial waters may 
ŎƻƴǎǘƛǘǳǘŜ ǇƛǊŀŎȅ ǳƴŘŜǊ ǘƘŜ ǎǘŀǘŜΨǎ ŘƻƳŜǎǘƛŎ ƭŀǿΦ  {ǘŀǘŜǎ ƘŀǾŜ ŜȄŎƭǳǎƛǾŜ ƧǳǊƛǎŘƛŎǘƛƻƴ ƻǾŜǊ ǘƘŜƛǊ own 
territorial waters and can punish criminal activity within that zone according to UNCLOS supra note 1, 
art 2. Therefore, a pirate does not violate international law if the piratical activity occurs within the 

territorial waters of a state. (Fedeli, 2010) 

At sea 
Private security guards who kill unarmed civilians at sea are not likely to be held personally 
accountable for violations of the Laws of War, as set forth by the Geneva Conventions, for two 
reasons.  

First, piracy does not amount to warfare. Generally, war can only be between states, and pirates are 
private actors.  

Second, private actors are generally not accountable under the Laws of War.  

In Prosecutor v. Akayesu, the International Criminal Tribunal for Rwanda stated:  
¢ƘŜ ŘǳǘƛŜǎ ŀƴŘ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎ ƻŦ ǘƘŜ DŜƴŜǾŀ /ƻƴǾŜƴǘƛƻƴǎ ŀƴŘ ǘƘŜ !ŘŘƛǘƛƻƴŀƭ tǊƻǘƻŎƻƭǎΧǿƛƭƭ 
normally apply only to individuals of all ranks belonging to the armed forces under the 
military command of either of the belligerent parties, or to individuals who were legitimately 
mandated and expected, as public officials or agents or persons otherwise holding public 
authority or de facto representing the Government, to support or fulfill the war efforts.  

Therefore, private security would not be criminally liable for violations of the Laws of War.  
(Fedeli, 2010) 

A disadvantage of the private security sector is that there are not regulations, think of the Wild West. 
No authorities can question private security contractors for killing pirates at sea. The regulations in 
territorial waters depend on the law of the county but still, there are possibilities regarding the 
regulations for private security nowadays, compared to the necessary regulations for drones. 
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6.6.3 Possibilities of drones  to prevent pirates from entering  
Using drones instead of guards with the same capabilities for example, with the right to kill or shoot a 
pirate or any other action to prevent them from entering or damaging the vessel is the idea. But a 
few problems appear during this investigation.  

First of all, the whole drone concept has been already investigated by different countries in the past 
few years. For example, the United States of America has done a lot of research. This is unfortunately 
secret information. To investigate if drones could be implemented on board autonomous vessels, 
these investigations should become public or should be done by an international investigation team.  

Second, pirates can possibly shoot the drone out of the sky in a lot of different ways. Anti-measures 
against this should be investigated as well and the cybercrime dangers since these drones are 
controlled remotely.   

Definitely more research has to be done regarding the implementation of drones on board 
autonomous vessels against piracy as well as drones preventing pirates from attacking manned 
vessels but it is obvious that drones could be the solution.  

6.6.4 Complicated situation  
In paragraph 6.2.1 are the four forms of piracy explained. All these four forms of piracy can still be 
applied on autonomous vessel, the only difference is that there is no crew on board which can be 
robbed or taken hostage for ransom. Nevertheless, the cargo on board of the vessel is still 
vulnerable.  

There has been done field research regarding the idea of implementing drones on board 
autonomous vessels to protect the vessel against piracy, as can be read in Appendix 3. According to 
Kapitein ter Zee N. Woudstra is this idea in reality very complicated compared to other solutions.  
A drone has to be maintained, controlled, fuelled and land back on the vessel. In addition do liability 
and regulation complicate drones to be used.  

To protect the cargo on board autonomous vessel other solutions are much more viable that the use 
of drones. For instance, by applying an incapacitating agent, which incapacitates the pirates, in 
combination with a squad of marines (8-12 marines).  

In addition, the design of the vessel and its accessibility can be made such that it becomes a fortress. 
This is already done on board of conventional vessel by installing barbwire and fire hoses. In case 
ǘƘŀǘ ǘƘŜ ǇƛǊŀǘŜǎ Řƻ ŎƻƳŜ ƻƴ ōƻŀǊŘ ŀƴŘ ƛƴǘƻ ǘƘŜ άǾŜǎǎŜƭǎ ŀŎŎƻƳƳƻŘŀǘƛƻƴέ ŀ ƛƴŎŀǇŀŎƛǘŀǘƛƴƎ ŀƎŜƴǘ Ŏŀƴ 
be released, after which marines can enter and clear the vessel.  

Other possibilities can be as well be used instead of an incapacitating agent, for instance non-lethal 
weapons like lasers, Tazers or a Long Range Acoustic Device (LRAD), which has been used during riots 
and protests. (Wikipedia) 

6.6.5 Incapacitating agent in combination with marines  
Depending on the vesselΩs design, there will be rooms or some sort of accommodation on board 
autonomous vessels. In the engine room there has to be done maintenance and repair by technical 
teams on the systems, this require space and if there is space for technical teams, there is also space 
ŦƻǊ ǇƛǊŀǘŜǎΦ !ǎǎǳƳƛƴƎ ǇƛǊŀǘŜǎ ŦƛƴŘ ŀ ǿŀȅ ǘƻ ŜƴǘŜǊ ǘƘŜ ǾŜǎǎŜƭ ŀƴŘ ŜƴǘŜǊ ǘƘƛǎ άŀŎŎƻƳƳƻŘŀǘƛƻƴέΣ 
releasing incapacitating agent which would stop them from moving further through the vessel. The 
term incapacitating agent is defined by the U.S. Department of Defense as: "An agent that produces 
temporary physiological or mental effects, or both, which will render individuals incapable of 
concerted effort in the performance of their assigned duties". (Wikipedia , 2015) 

This will temporarily stop the pirates from their intentions and will create time and an opportunity 
for  marine forces to enter and clear the vessel.  



27 December 2016 31 Rotterdam Mainport University 

6.7 Actions of owners and authorities  

6.7.1 Prevention  

Desiderius Erasmus once said: Prevention is better than cure. After an increase of Somali piracy, 
peaking around 2010, anti-piracy measures have shown a huge decrease of incidents in the Gulf of 
Aden, Red Sea and off the Somali Coast. After an increase of piracy incidents in South East Asia, anti-
piracy measures in 2015 have shown a decrease as well of piracy in that area. Now that the Gulf of 
Guinea is being terrorized by pirates, anti-piracy measures could have a huge effect as well. Even 
with the high violence level of pirates in that area. And as Mr. Levander said: As for piracy, with no 
crew to be taken hostage it would be much easier for the armed forces to intervene (chapter 6.1). 

When the time is there and the first autonomous vessels set sail, a solution could be to make 
convoys of autonomous vessels, which can be escorted by the flag state marine vessels or a NATO 
collaboration, just like Operation Ocean Shield. The disadvantage of this concept is that it is only 
possible for a certain amount of time and comes along with high costs. Imagine more autonomous 
vessels sailing around the globe. Simply not sail through piracy areas sounds as a simple but 
unrealistic solution. Since a third of the world shipping sails through the Strait of Malacca & 
Singapore Strait and with 47 vessels passing daily through the Suez Channel, it is almost impossible to 
sail not through piracy areas in the future.   

6.7.2 Navy patrols  

Where the navy will patrol the seas depends on where in the world these piracy hotspots are. 
Statistics show that the piracy activity in Somalia has decreased, see Appendix 2. This is mostly 
because of patrolling and effective actions of ŘƛŦŦŜǊŜƴǘ bŀǾȅΩǎ ƛn that area.  

In the Somalia area there are a few ongoing international operations against piracy. The Royal 
Netherlands Navy is taking part in multiple anti-piracy missions like Ocean Shield (NAVO), Atalanta 
(European Union) and Combined Task Force 150 (one of three task forces operated by the Combined 
Maritime Forces).  

Despite of the fact that there is a decrease of piracy activity, operations in the area will continue to 
keep the waters safety. This is why there is a good cooperation between different countries and 
organizations.  

Furthermore, hotspots are shifting. For instant has piracy in the Gulf of Guinea ς Nigeria increased, 
see Appendix 1 & 2. At these new hotspot a joint operation between countries has to be setup to 
combat piracy and protect the interests of the commercial vessels. No matter if these vessels are 
manned or autonomous.  
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6.8 Conclusion  
¢ƘŜ ŀƴǎǿŜǊ ǘƻ ǘƘŜ ǉǳŜǎǘƛƻƴ ΨIƻǿ Ŏŀƴ ǇƛǊŀŎȅ ƻƴ ŀǳǘƻƴƻƳƻǳǎ ǾŜǎǎŜƭǎ ōŜ ǇǊŜǾŜƴǘŜŘ ŀƴŘ ǊŜǎǇƻƴŘŜŘ 
ǘƻΚΩ ƛǎ ŎƻƳǇƭƛŎŀǘŜŘΦ ¢ƘŜǊŜ ŀǊŜ Ƴŀƴȅ ŜȄƛǎǘƛƴƎ ǿŀȅǎ ŀǎ described above to respond to piracy. Drones 
have been investigated and this solution could be possible if it was not so complicated compared to 
other solutions. However, if authorities or shipbuilders see a future in implementing drones on board 
autonomous vessels there has to be done more research by a team which has access to all 
researches which have been done and all the possible information. Also international regulations are 
necessary for implementing drones on board autonomous vessels.  

The use of an incapacitating agent in combination with a squad of marines is the best solution. 
aŀǊƛƴŜǎ ŀǊŜ ǿŜƭƭ ǘǊŀƛƴŜŘ ŀƴŘ ǿƛƭƭ ōŜ ǇǊŜǎŜƴǘ ǎƛƴŎŜ wƻȅŀƭ bŀǾȅΩǎ ǿƛƭƭ ōŜ ǇǊŜǎŜƴǘ ƛƴ ǘƘŜ ƘƻǘǎǇƻǘǎ ƻŦ 
piracy. For autonomous vessels but as well manned vessels, implementing the LRAD system is a 
solution as well which should be a part of the BMP4. To implement this on vessels, more research 
has to be done regarding the possibility, regulations and the effectiveness of the system against 
pirates. 

For authorities, the statistics show that patrolling is very effective against piracy. However, statistics 
show as well that piracy will move from one area to the other. It is very important that authorities 
work together to respond to piracy attacks. 
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7. Anticipate or respond to upcoming weather conditions   

7.1 General 
ς Sub question  
How can autonomous vessels anticipate or respond to upcoming weather conditions?  

ςMethodology  
To answer this sub question literature concerning weather bulletins and the MUNIN research report, 
as well as the internet for information about weather stations and weather measurements has been 
used. Furthermore, there has been made use of the program TurboWin and has specialists of the 
Royal Netherlands Meteorological Institute been contacted for an interview.  

7.2 Heavy weather avoidance  
Certain complex operations like sailing in very rough weather can be challenging for conventional 
ships and this goes as well for unmanned ships. However, as sensors and on-board control systems 
evolve and as high capacity communication systems make remote control easier, it is not unrealistic 
to foresee that unmanned ships can operate as safely as manned ships in all equivalent conditions. 
(MUNIN, 2015) 

But MUNIN informs that the issue of heavy weather avoidance must be taken into consideration and 
refers to good weather routing systems that can be used for safe voyage preparation and routines on 
board the unmanned vessel.  

As mentioned above are sensors and on-board control systems evolving, this brings new navigation 
functions such as: 

¶ Tactical weather routing 

¶ Avoid dangerous sea conditions: surf riding, parametric rolling, broaching etc. 

Tactical weather routing can be achieved by creating accurate weather routing system that receives 
accurate measurements about weather conditions. This can be achieved by placing automatic 
weather stations on board of autonomous vessels.   

Avoiding dangerous sea condition like surf riding, parametric rolling and broaching need to be 
detected before it becomes a danger for the autonomous vessel. But the detection of these 
conditions falls outside this topic, for more information about the detection and avoidance of 
dangerous sea conditions see Topic 1 ς Detection.   
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7.3 Weather bulletins   
The oceans are the source of air masses, depressions, hurricanes, rain and wind. That is why 
meteorological observations at sea are of vital importance for weather and climate research. 
Satellites, weather buoys and airplanes provide much information on the weather at sea. But the 
observations on board ships are addition to this information. Satellites are not capable to measure 
atmospheric pressure. That is why meteorologists keep an accurate record of atmospheric pressures 
from ships, which are intergraded into mathematical models of the atmosphere on which the 
forecast and storm warnings are based. This is why meteorological observations by ships are still 
essential for accurate weather reports and result in more accurate weather routing systems. (KNMI) 

During the field research it became clear that it was also necessary to investigated which path the 
collected data on board a vessel follows; both in the past, present and future. This is because the 
path has changed considerably over the years. Mr. Rozeboom, Port Meteorological Officer of KNMI, 
provided the following information.  

It all started during the telex era, during this period all weather bulletins were send via the telex. The 
downside of the telex was the limited range and the cost of the bulletins which were send to the 
vessels.  

In the early nineties, 1992/1993, was decided that the radio officer on board vessels had become 
obsolete. So the deck officer was responsible for sending weather reports via the Inmarsat-C system. 
These reports had to be sent to a land earth station (LES), e.g. Burum ς Netherlands. KNMI had made 
agreements will the LES Burum about receiving meteorological data from around the world, this is 
because the metrological bureau pays all code 41 messages (weather observation messages).  
These agreements were made so the KNMI does not receives weather data from vessels which are 
for instance operating in the Indian Ocean, this information will not be used by KNMI. In case a vessel 
does send this weather data to Burum and KNMI, the data will be put on the Global 
Telecommunication System (GTS), this is a global network for the transmissions of meteorological 
data from weather stations, satellites and numerical weather prediction centres, so the information 
will be used by other countries. Nowadays the deck officer will see in the TurboWin programme 
which land earth station to select, this ensures that the observations are send to an LES which is as 
close to the vessels position as possible, where it can be analyzed and used for the weather bulletins. 
The TurboWin programme is used worldwide as a standard form for weather observations. 

The newest system uses buffer messages, the advantages of these buffer messages is that they can 
hold more informative e.g. measuring heights, height of the deck cargo, this gives a more accurate 
metadata. This new system is called Format 101, but because of the use of buffer messages is it not 
possible to send these messages via the code 41. This has led to new international agreements, 
which states that every country must have its own special access code for the ships under his flag, for 
ships under the Dutch flag this code is 431. The KNMI made arrangements with the Inmarsat provide 
for this 431 code and to which address the messages have to be sent, this is in most cases an email 
address. So the vessels send the 431 messages to a land earth station, which sends it via email to the 
designated address, here the information will be analyzed and put on the Global Telecommunication 
System (GTS). This new Format 101 system facilitates the entire distribution of messages, where the 
messages are mainly sent via email of to a web server. This is essential for the autonomous vessel, 
which is also connected via the Maritime Cloud or internet.  
Because the software that is necessary to process the 431 messages and detect any errors is quite 
expensive, the KNMI has made agreements with the France meteorologist bureau, Météo-France, to 
forward all received 431 messages. The France meteorologist bureau will process these messages, 
the processing of a weather observation message takes only a few minutes after which the 
information will be put on the GTS. (Rozeboom, 2016) 
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7.4 Weather stations  
The following subchapters are mainly based on information Mr. R. Rozeboom, from the Koninklijk 
Nederlands Meteorologisch Instituut, supplied via an interview. A transcript of this interview can be 
found in Appendix 4.  

7.4.1 Automatic weather stations on land  
Currently there is a difference between the data which is collected on board of ships and which is 
collected on land and offshore platforms. The stations on land are equipped with sensors which 
measure the following values: temperature, humidity, wind, precipitation, clouds, solar irradiance, 
fog and type of precipitation, this is done with the uses of specific sensors.  

Visibility & Precipitation  
The weather stations on land are equipped with a Present Weather Sensor (PWS). This sensor 
determines the visibility by measuring airborne dust, fog of precipitation. Another function of the 
Present Weather Sensor is measuring the precipitation. The intensity of the rain or snow and if the 
precipitation is continuous or intermittently. The Present Weather Sensor consists of a laser-based 
sensor that has a sender-receiver sensor. In case that the air is clouded, for instance by rain, fog or 
dust. The laser beam will scatter, which is pick-up by the receiver sensor. This deviation will be 
analyzed by algorithms that calculate individual precipitation particle types.  
Figure 5 shows a Present Weather Sensor on the testing grounds in the KNMI, the red oval highlights 
the laser-based sensors with the sender-receiver sensor. It detects the rate of fall, the size of the 
particles and the number of particles which fall through the laser beam, with this information a 
precipitation particle type can be calculated. The green circle highlights a back luminous sensor, it 
measures the background brightness, this is why the sensor is pointing north, away from the sun. The 
purple circle highlights a rain sensor, this sensor detects whether it rains and uses this as extra 
information. (Rozeboom, 2016) 

 
Figure 5 ς (Koning) 

Clouds 
The automatic weather stations on land are also equipped with a sensor which looks at the clouds. 
An altitude meter or altimeter determines the height of the cloud base. This information is in 
particular of great importance for the aviation. For meteorologists is also the change of cloud cover, 
such as the degree of coverage and the level of the cloud, of importance, this could indicate a change 
of weather.  (Rozeboom, 2016) (KNMI) 

Thunderstorm  
Another measuring system records thunderstorm. This system is called a SAFIR lightning detection 
system, which maps lighting discharges and impacts. The SAFIR system consists of an antenna of 
twenty meter with equipment to record electromagnetic radiation, which is emitted in case of a 
lighting discharge. (Rozeboom, 2016) (KNMI) 
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The weather station provides synoptic observations, but the biggest advantage of a fully automatic 
weather station is the ability to gather frequently data, this results in more accurate information.  
In fact, data is collected every second. All this data is processed, which is after ten minutes available 
for use. Every hour a weather report is created which is based on the information gather from these 
automatic weather stations and information originating from different weather services. (KNMI)  

7.4.2 Weather measurements on board ships  
The sensors which are mentioned above are not all essential for the measurements on board ships. 
The values that must be measured on board vessel are international agreed upon. The following 
values are important for accurate weather reports. The values which are measured are: the air 
pressure, seawater temperature, air temperature, humidity and wind speed/direction. 

Nowadays the deck officer will collect this data and will fill in TurboWin, a programme used 
worldwide as a standard form for weather observations. 

Which information the officer needs to collect and fill in, to make an accurate weather observation, 
is stated in the following subchapters.  

General information  
First of all the officer has to check if the call sign is correct and needs to enter the UTC date and time. 
Next the officer has fill in the position of the vessel, this is done by entering the latitude and 
longitude and the course and speed that the vessel made good for the last 3 hours.  

Wind 
After these first two steps the officer can start with entering the collected weather data.  
It starts with the wind, this data consists of the wind direction in degrees and wind speed in knots or 
ƳŜǘǊŜǎ ǇŜǊ ǎŜŎƻƴŘΣ ǘƘŜ ǎƘƛǇΩǎ ƘŜŀŘƛƴƎΣ ǎƘƛǇΩǎ ƎǊƻǳƴŘ ŎƻǳǊǎŜ ŀƴŘ ƎǊƻǳƴŘ ǎǇŜŜŘΦ  

Waves 
After the wind data is been filled in, the officer has to fill in the period in seconds and height of the 
(wind) waves and the presence of a swell with information about the direction in degrees, the period 
in seconds and height in metres.  

Barometer reading  
The barometer reading is an important measurement of weather observations, the barometer 
reading is in hPa. It is important to know if the reading indicates the Mean Sea Level pressure. If this 
is not the case a correction to the barometer reading has to be applied, this is done automatically by 
TurboWin.  

Barograph reading  
In case the vessel is a selected ship it is equipped with a barograph. This means that the following  
data has to be enter into TurboWin. The amount of pressure tendency during the last three hours 
and the characteristic of pressure tendency during the last three hours.  

Temperature  
The temperature is an important measurement of weather observations. The following 
measurements need to be filled in: the air temperature and method (sling psychrometer or marine 
screen), wet-bulb temperature and state of the wet-bulb (wet-bulb not frozen or frozen wet-bulb), 
the relative humidity in per cent but only if the wet-bulb temperature is not available and the 
seawater temperature and method (intake, bucket, hull contact sensor or other).  
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Present weather  
Lƴ ǘƘŜ ƻōǎŜǊǾŀǘƛƻƴ ΨtǊŜǎŜƴǘ ǿŜŀǘƘŜǊΩ ǘƘŜ ƻŦŦƛŎŜǊ Ƙŀǎ ǘƻ ŘŜǎŎǊƛōŜ ǘƘŜ ǿŜŀǘƘŜǊ ŀt the time of the 
observation or (where specifically mentioned) during the period of one hour immediately preceding 
it. For present weather one does not take into account meteorological phenomena which had been 
experienced more than one hour before the observation.  

¢ƘŜǎŜ ƎŜƴŜǊŀƭ ǿŜŀǘƘŜǊ ŎƻƴŘƛǘƛƻƴǎ Ŏŀƴ ōŜ ŘƛǾƛŘŜŘ ƛƴǘƻ Ψƴƻ ǇǊŜŎƛǇƛǘŀǘƛƻƴ όŘǊȅύ ŀǘ ǎǘŀǘƛƻƴ ŀǘ ǘƛƳŜ ƻŦ 
h.{Ω ŀƴŘ ΨǇǊŜŎƛǇƛǘŀǘƛƻƴ όǿŜǘύ ŀǘ ǎǘŀǘƛƻƴ ŀǘ ǘƛƳŜ ƻŦ h.{ΩΦ  

Past weather 
¢ƘŜ ǇŜǊƛƻŘ ŎƻǾŜǊŜŘ ōȅ Ψtŀǎǘ ǿŜŀǘƘŜǊΩ ǎƘŀƭƭ ōŜΥ ǎƛȄ ƘƻǳǊǎ ŦƻǊ ƻōǎŜǊǾŀǘƛƻƴ ŀǘ ллллΣ лсллΣ мнлл ŀƴŘ 
1800 UTC; three hours for observation at 0300, 0900, 1500 and 2100 UTC.  

Ψtŀǎǘ ǿŜŀǘƘŜǊΩ ǎƘŀƭƭ ōŜ ǎŜƭŜŎǘŜŘ ƛƴ ǎǳŎƘ ǿŀȅ ǘƘŀǘ Ψtŀǎǘ ǿŜŀǘƘŜǊΩ ŀƴŘ ΨtǊŜǎŜƴǘ ǿŜŀǘƘŜǊΩ ǘƻƎŜǘƘŜǊ ƎƛǾŜ 
as complete a description as possible of the weather in the time interval concerned. For example, if 
the type of weather undergoes a complete change during the time interval conceǊƴŜŘΣ Ψtŀǎǘ ǿŜŀǘƘŜǊΩ 
shall describe the weather prevailing before the type oŦ ǿŜŀǘƘŜǊ ƛƴŘƛŎŀǘŜŘ ōȅ ΨtǊŜǎŜƴǘ ǿŜŀǘƘŜǊΩ 
began.  

Visibility  
Meteorological offices also like to know the visibility at sea. The officer has to fill in the visibility via 
TurboWin, this can range between less than 0.03 nm (less than 50 metres) up to more than 27 nm. In 
case the visibility is not uniform in all directions it should be estimated or measured in the direction 
of least visibility.  

Cloud cover 
Another observation that has to be done is a cloud observation. The officer has to fill in if there are 
any clouds in the sky and the family of the clouds; low (cumulus, stratus, cumulonimbus), middle 
(altostratus, altocumulus, nimbostratus) or high clouds (cirrus, cirrostratus, cirrocumulus).  

Beside the family of the clouds, is it also important to know the total cloud cover and amount of 
cumulus clouds. The total cloud cover and amount of cumulus clouds is measured in fractions of one 
eighth. After the total cloud cover has been filled in. The officer has to fill in the height of the base of 
the lowest cloud in the sky, this could be cloudless or range between 0-50 metres up to more than 
2500 metres.  

Ice  
The last observations that need to be made are ice observations, in case the vessel is sailing in icy 
conditions. First the officer has to fill in the concentration or arrangement of sea ice. Two options are 
possible: the vessel is in ice or within 0.5 nm of the ice edge or the vessel is not within 0.5 nm of the 
ice edge. Also the present ice situation and trend of conditions over preceding 3 hours has to be filled 
in. Here the officer states if the vessel is: sailing in open water with floating ice in sight, sailing 
through ice easy to penetrate or sailing through ice difficult to penetrate.  

Another important observation that needs to be made is ice accretion or icing. Icing on vessels is a 
serious hazard where cold temperatures (below about -10°C) combined with high wind speeds 
(typically 8 Beaufort or more) result in spray, which will immediately freeze when it comes into 
contact with the vessel. The build up of ice has a negative influence on the stability of the vessel and 
can cause the vessel to capsize (Icing (nautical), 2013).  

The officer has to fill in the cause of the ice accretion, this is caused by; ocean spray, fog or rain. Also 
the thickness of the ice accretion and rate of ice accretion build up are important for the observation. 
(KNMI)  
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7.4.3 Automatic we ather stations on board autonomous vessels  
The deck officer has to collect a lot of data to make an accurate weather observation, as seen in the 
previous paragraph. Since there is no crew on board autonomous vessels, there is no way to make an 
accurate weather observation via TurboWin. To solve this problem, it is essential to equip 
autonomous vessels with automatic weather stations that can send their hourly weather 
observations automatically to meteorological bureaus.  

The following information was provided by Mr. Rozeboom, Port Meteorological Officer of KNMI.  
The EUMETNET started a pilot project to design an automatic weather station. The EUMETNET is a 
network of 31 European National Meteorological Services based in Brussels, Belgium. It has been 
established to make national weather services within Europe so efficient and effective as possible. 
EUMETNET provides a framework to enable the weather services to work together, share ideas and 
best practice, and to share the costs of major infrastructure investments. (EUMETNET, 2016) (EIG 
EUMETNET) 

KNMI designed the specifications for such an automatic weather station after which it was 
contracted out to a French company to build three prototypes. These three prototypes were given to 
the meteorological bureaus of France, Germany and the Netherlands, where they were tested.  
This automatic weather station is capable to measure the following values: air pressure, 
temperature, humidity, wind speed and direction. (Rozeboom, 2016) 

The air pressure will be measured by an automatic barometer which is installed inside of the 
automatic weather station, inside the red circle in figure 6. For an accurate measurement the 
pressure has to be corrected to the Mean Sea Level pressure, this is automatically done by the 
software controlling the automatic barometer. (Rozeboom, 2016) 

The temperate will be measured by a PT-100 which is installed inside of a static tube, his static tube 
prevents water from entering and protects the PT-100, the PT-100 is shown in figure 7 with the static 
tube visible in the background. A PT-100 is a temperature-dependent resistor which measures the 
change in electrical resistance of the metal or semiconductor by a certain temperature. The 
abbreviation PT refers to the platinum metal, the material of which the very fine resistance wire is 
made of. The number 100 refers to the electrical resistance of 100 ohms by a temperature of 0 °C. 
(PT-100, 2016) 

    
Figure 6        Figure 7 
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The humidity will be measured by an E+E sensor, see figure 8, this is a capacitive sensor. The amount 
of moisture in the air will give a certain capacitance value. This value is an indication for the humidity 
of the air. In addition is the E+E sensor heated, this prevents ice build-up inside the sensor as well as 
a faster response time for measuring the amount of moisture in the air. The E+E sensor has a 
deviation of less than 1%. (Rozeboom, 2016) 

 
Figure 8 

The wind speed and direction is measured by an ultrasonic anemometer or wind sensor, see figure 9. 
They use ultrasonic sound waves to measure wind velocity. By measuring the time of flight of sonic 
pulses between pairs of transducers a wind speed could be calculated. Measurements from pairs of 
transducers can be combined to obtain the measurement of velocity in 1-, 2-, or 3-dimensional flow. 
The lack of moving parts makes the ultrasonic anemometer appropriate for long-term use in exposed 
automated weather stations, where the accuracy and reliability of traditional cup-and-vane 
anemometers are adversely affected by salty air or dust. (Anemometer, 2016) 

 
Figure 9 

All measurements mentioned above and a GPS position, which is also integrated in the system, are 
stored and will be sent every hour via the Iridium SBD, this is a simple and efficient network for 
transmitting short data messages between equipment and a centralized host computer. All the 
received data is collected in an open source library which converts the data into a WMO code to be 
sent onto the Global Telecommunication System of the WMO. (Sterela) (Iridium)  


























































































