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Fieldbus: Why wireless?

INTRODUCTION

Because of the fast developments in wireless systems on shore it could be a good idea to apply this
on fieldbus systems on vessels. So you get a wireless fieldbus system. The benefits of a wireless
fieldbus system could be:
 A good solution for communication and monitoring of the different systems on board of
vessels, because of the lack of wires onboard and a easier way to find faults.
 Faster shipbuilding, because of the lack of wires.
 Easy to add new systems to the network.
 Quicker to find faults, because there are less wires.
The relation between the field bus system and the topic speed is that there is a fast development in
the ICT business which results in higher communication speeds and easier to build (integrate)
systems.
The problems nowadays with conventional wiring systems are:
 The extraordinary amount of wires on vessels takes a lot of space.
 The chance of breakage in the wires is high, because there are a lot of them.
 It takes lots of time to wire the vessel.
 The price of wires is high and because there are many kilometers of wires in a vessel, every
kilometer less would save money.
We think that the field bus system, especially the wireless field bus system, could solve all of these
problems. With this system you could easily create and update/expand a reliable and faster
communication network on board of the vessel.
This all result in our main question:

In what way can the wireless fieldbus systems be applied in merchant vessels?
To find out if a wireless fieldbus systems is a good solution we will research the following sub
questions:
 How does the field bus system in general work and what are the differences with the
wireless version?
 What is the influence on the wireless signal, based on:
o The metal of the vessel
o Influences of the wireless signal on the existing communication systems on board
and vice versa
 What are the differences between the wireless systems you can get nowadays, based on:
o Costs
o Types of wireless systems
o Upgrading of existing systems
o Benefits of the wireless system type
o Different types of wireless transmitters and receivers
o Communication speed
 How reliable are these systems?
 What are the benefits of a wireless field bus system compared to a regular field bus system?
 Is it easy to integrate in an existing system on the vessels?
 Which is faster: wireless or wired communication?
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THE REPORT

In this report we will describe:






What is a fieldbus system?
What types of wireless communication systems are there?
Wireless interference and signal loss.
Challenges in the wireless control and process industry.
What are the problems with a wireless fieldbus system on vessels?

In this report we will give you a global explanation of the fieldbus system and its wireless variant.
Wired fieldbus systems are already applied at vessels, e.g. integrated bridge systems. Wireless
fieldbus systems are not (yet) applied on vessels. This report will give an explanation of the used
(wireless) technology in the process industry of the sensor network/bottom level. With this
information we will give a recommendation if a wireless fieldbus can be applied on a merchant
vessel.

This information is obtained by several recourses. The most important resources are:


Ton Knegt, STC-Brielle. Who gave us a lot of information about the fieldbus system and the
wireless fieldbus system.



Honeywell, http://www.honeywell.nl/. Gave us a overview about the advantages and
disadvantages of the wireless systems.



The Instrumentation, Systems and Automation Society, http://www.isa.org/. About a
wireless communication standard and the standardization for automation systems.
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WHAT IS A FIELDBUS SYSTEM

A fieldbus is an industrial computer network for real time distributed control. It connects
programmable logic controllers (PLC’s) to the components which actually do the work of automation:
sensors, actuators, lights, switches, valves, contactors, encoders etc. The object of a fieldbus is to
enable the PLC’s to “instruct” the output device to change status, for example: move, return, on/off,
and to “receive” information from the same or other devices. In early days of PLC’s this was done
with many cables (multi core wiring, cable looms and harnesses etc.) each directly “hard wired”. A
fieldbus system replaces the mass of cables with typically just two, generally and a slave station. So
we can call a fieldbus system a digital, two way, serial, two wire system.

All fieldbus systems share the major advantage over the old hardwired systems:
 Cable elimination, a significant reduction in installation costs (typically 20% to 40% savings).
This saving comes from reduced wiring, connections, junction boxes, marshalling cabinets,
cable trays and supports etc.
 Speedier commissioning; several parameters can be communicated per device in a Fieldbus
network whereas only one parameter can be transmitted on a 4-20mA connection (regular
communication system). Except for HART+, but this is hardly used.
 There are fewer fault opportunities because of the two-way communication. This means that
additional information, such as calibration, configuration data, diagnostics, test information,
device documentation (such as device tag numbers), serial numbers, service history, etc. can
be communicated over the network through one cable. Here by equipment maintenance and
servicing become more centralized.
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All combine to reduce both capital expenditure and operational expenses in automation systems.
These systems can be found in the automotive industry, in process control and in general
automation.
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THE DIFFERENT TYPES OF FIELDBUS SYSTEMS

There are hundreds of developed fieldbuses by different companies and organizations all over the
world. The term fieldbus covers many different industrial network protocols. Most fieldbus protocols
have been developed and supported by specific PLC manufacturers. In the table below there is a
summary of the main wired ones. Some of them are developing wireless systems. You can see here
what the maximum distance is, how many nodes the system can communicate with, year the system
was introduced, the type of wiring and the primary applications.
Fieldbus
name

Technology
developer

Year
introduced

Physical media

Max Devices
nodes

Max Distance

Primary applications

Profibus
DP/PA

Siemens

DP: 1994 PA:
1995

Twisted pair or
fiber

32 without
repeaters

200m

Inter-PLC
communication

127 with
repeaters

800m

Factory automation

Interbus-S

Phoenix
Contact

1984

Twisted pair,
fiber, slip ring

256

400m

Assembly, welding
and materials
handling machines

Assembly, welding
and materials
handling machines

Interbus Club
DeviceNet

Allen-Bradley

1994

Twisted pair for
signal and power

64

500m

Arcnet

Datapoint

1977

Coax, twisted
pair, fiber

255

400-2000 feet

AS-I

AS-I
Consortium

1993

Two wire cable

31 slaves

100-300m

Foundation
Fieldbus H1

Fieldbus
Foundation

1995

Twisted pair, fiber

240/segment

1900m

Assembly, packaging
and materials
handling machines

65,000
segments
Foundation
Fieldbus HSE

Fieldbus
Foundation

Current

Twisted pair, fiber

IP addressing

100-2000m

essentially
unlimited
IEC/ISA SP50
Fieldbus

ISA & Fieldbus
Foundation

1992-1996

Twisted pair,
fiber, and radio

IS: 3-7; non-IS
128

500-1700m

Seriplex

APC

1990

4-wire shielded
cable

500+ devices

>500 feet

WorldFIP

WorldFIP

1988

Twisted pair, fiber

64 without
repeaters

2 km

256 with
repeaters

>10 km

Group: 8

Real-time control,
process/machine

7

Fieldbus: Why wireless?
Fieldbus
name

Technology
developer

Year
introduced

Physical media

Max Devices
nodes

Max Distance

LONWorks

Echelon

1991

Twisted pair,
fiber, power line

32,000 per
domain

2000m

SDS

Honeywell

1994

Twisted pair for
signal and
power

64 nodes, 126
addresses

500m

Assembly, materials
handling,
packaging, sortation

ControlNet

Allen-Bradley

1996

Coax, fiber

99

250-1000m

Mission-critical,
plant-wide
networking of PCs,
PLCs

CANOpen

CAN in
Automation

1995

Twisted pair,
optional signal
and power

30

25-1000m

Sensors, actuators,
automotive

Industrial
Ethernet

DEC, Intel,
Xerox

1976

Thin Coax,
twisted pair,
fiber, thick coax

1024, more via
routers

185m (thin)

Modbus Plus

Modicon

Twisted pair

32 per segment,
64 max

500m per
segment

Modbus
RTU/ASCII

Modicon

Twisted pair

250 per segment

350m

Remote I/O

Allen-Bradley

Twinaxial

32 per segment

6km

Data
Highway Plus
(DH+)

Allen-Bradley

Twinaxial

64 per segment

3km

Filbus

Gespac

Twisted pair

32 without
repeaters

1.2km

250 with
repeaters

13.2 km

32 without
repeaters

1.2km

250 with
repeaters

13.2 km

Bitbus
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1980

Twisted pair

Primary
applications

Remote I/O, data
acquisition

Intelligent I/O
modules, Process
control
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WIRELESS COMMUNICATION: TYPES AND SYSTEMS.

What is wireless?
The term wireless communication has become a generic and all-encompassing word used to describe
communications in which no wire is needed to carry a signal over part or the entire communication
path. Nowadays you can find a lot of wireless systems and equipment on the market that make
communication and data transfer a lot faster and less expensive.
Modes of wireless communication.
Wireless communication can be established in three modes. These three modus are:
 Radio frequency communication. (Example: VHF, wireless networking. Its range is about 3kHz
to 300GHz)
 Microwave communication. (Example: long-range line-of-sight via highly directional
antennas/satellite. Its range is about 0.3 to 300GHz)
 Infrared (IR) short-range communication. (Example: remote controls. Its range is about 1 to
430 THz)

But of these three ways of wireless communications the radio frequency communication is the most
popular and the most used. That is because of its accessibility and reliability.
Radio frequency communication.
One of the various technologies that the radio frequency communication has brought for us is the
wireless network. The wireless network refers to any type of computer network that is wireless, and
is commonly associated with a network whose interconnections between nodes are implemented
without the use of wires. Here for there are a few types of connections available such as the:





Wireless PAN (Wireless Personal Area Networks) interconnects devices within a relatively
small area, generally within reach of a person. (Example: Bluetooth, ZigBee, Wi-Fi-Pan)
Wireless LAN (wireless local area network) links two or more devices using a wireless
distribution method (typically spread-spectrum or OFDM (Orthogonal frequency-division
multiplexing) radio), and usually providing a connection through an access point to the wider
internet.
Wireless MAN (Wireless Metropolitan area networks) are a type of wireless network that
connects several Wireless LANs.
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Wireless WAN (wireless wide area networks) are wireless networks that typically cover large
outdoor areas. These networks can be used to connect branch offices of business or as a
public internet access system.
Mobile devices networks are networks that link mobile devices such as cellular phones and
PDA’s to their associates.

Wireless PAN- and type connections.
The wireless PAN connection can be made using a connection device in an installation. In the table
(page 11) there are some outlines of the key characteristics of Bluetooth, ZigBee or Wi-Fi PAN.
ZigBee is broadly categorized as a low rate Wireless PAN, and its closest technology is Bluetooth.
These are two different technologies with very different areas of application and different means of
designing for those applications. ZigBee is focused on control and automation, while Bluetooth is
focused on connectivity between laptops, PDA’s, and the like, as well as more general cable
replacement. ZigBee uses low data rate, low power consumption, and works with small packet
devices; Bluetooth uses a higher data rate, higher power consumption, and works with large packet
devices. ZigBee networks can support a larger number of devices and a longer range between
devices than Bluetooth. Because of these differences, the technologies are not only geared towards
different applications, they don't have the capability to extend out to other applications.
As an example, for its applications, Bluetooth must rely on fairly frequent battery recharging, while
ZigBee is designated for a user to be able to put a couple of batteries in the devices and forget about
them for months to years. In timing critical applications, ZigBee is designed to respond quickly, while
Bluetooth takes much longer and could be detrimental to the application.
Thus, a user could easily use both technologies as a wireless solution in a PAN to suit all types of
applications within that network. Instead Wi-Fi PAN has a bit of the technology of the Bluetooth and
of the ZigBee as well. The focus point and the battery consumption of the Wi-Fi is nearly the same as
the Bluetooth, but it is a lot faster and can be transmitted from a longer range than the Bluetooth
connection device. The biggest problem with the Wi-Fi PAN is that it does not have a security system.
This can cause problems in a private network. Another problem of the Wi-Fi PAN is that it has a point
to hub network topology. That means that it is a permanent link between two endpoints.
The Bluetooth and the ZigBee can be linked between multiple endpoints.
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ZigBee
20, 40, and 250
Kbits/s
10-100 meters
Ad-hoc, peer to
peer, star, or mesh

Wi-Fi pan
11 & 54 Mbits/sec

Bluetooth
1 Mbits/s

50-100 meters
Point to hub

10 meters
Ad-hoc, very small
networks

Operating Frequency

868 MHz (Europe)
900-928 MHz (NA),
2.4 GHz (worldwide)

2.4 and 5 GHz

2.4 GHz

Complexity (Device and
application impact)
Power Consumption
(Battery option and life)

Low

High

High

Very low (low
power is a design
goal)

High

Medium

Security

128 AES plus
application layer
security

Other Information

Devices can join an
existing network in
under 30ms

Device connection
requires 3-5 seconds

Device connection
requires up to 10
seconds

Typical Applications

Industrial control
and monitoring,
sensor networks,
building
automation, home
control and
automation, games
and toys like
roboblock

Wireless connectivity
between devices
such as phones, PDA,
laptops, headsets. An
easy way to transfer
information without
a direct wired link.

Wireless
connectivity
between devices
such as phones,
PDA, laptops,
headsets. Making it
possible for a
device to connect
to the router
through another
device.

Data Rate
Range
Networking Topology
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DIFFERENT TYPES OF WIRELESS FIELDBUS SYSTEMS
There are a lot of suppliers that supply wireless fieldbus systems. But each of them provides their
own “type” of wireless fieldbus system. Which means they have their own modem application, such
as: 802.11 Wi-Fi Transparent modem, 869 MHz Fixed Frequency Transparent, Smart Radio Modem
modem and many more etc.
When the fieldbus system was in its development phase there were many different standards.
Because of the many different fieldbus systems it disregarded rather than attracted the costumers.
The manufacturers realized this. When they did there was a fierce selection progress where not
always the strongest survives but the ones with the highest marketing power behind them. After the
selection the companies made their devices compatible with each other, also they made their
specifications publicly available so different vendors can produce compatible devices. Hereafter
came the standards for the fieldbus systems.
Now the wireless systems are arriving in great numbers there is a need for a new standard. But it has
not got so far. The most important standards now are:
 ISA100.11a
 WirelessHART
 WIA-PA
Recently there were three proposals for a standard:
 The first proposal, produced by ABB, Emerson, Endress+Hauser, and Siemens, is based on the
work of the so called "Heathrow Group."
Their solution is go on WirelessHART protocol and determine some features of the
ISA100.11a standard and to convergence with the Chinese WIA-PA standard. This would
produce a single wireless standard, something the end users have been demanding for the
past half-decade now.
 The second proposal, produced by Honeywell, Invensys, Nivis, Yokogawa, Fuji Electric,
Hitachi America and Yamatake, is to adopt the ISA100.11a as a standard.
 The third proposal, came from GE, is to rewrite ISA100.11a and make it compatible with
WirelessHART, ISA100.11a and WIA-PA
Meanwhile ISA made a new committee, the ISA100.12 committee. The idea is to manage the
convergence, hopes to include ZigBee and the new Chinese standard, as well as WirelessHART in a
converged ISA100 standard.
The main differences between these fieldbus systems are:


Operation frequencies/ Bandwidth. Bandwidth is the difference between the upper and
lower frequencies in a contiguous set of frequencies and is typically measured in hertz. In the
wireless fieldbus world we work with two different bandwidths. The 900MHz (902-928) and
the 2.4GHz (2.4-2.4385). The 900MHz band is mostly used in the United States. Signal of a
900MHz-band can be divided in different specific frequencies. The 2.4 GHz-band is the
worldwide standard signals receive (RX) and transmit (TX) band. The 2.4GHz-band is
designated from the Wi-Fi system and can be used for communication between Ethernet and
non-Ethernet device.
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Frequency modulation. Frequency modulation (FM) is a way
to transfer information by varying the instantaneous frequency
of the carrier wave. In wireless fieldbus systems they use the
Frequency-shift keying modulation (FSK). This is a frequency
modulation scheme in which digital information is transmitted
through discrete frequency changes of a carrier wave. The
simplest FSK is binary FSK (BFSK). As suggested by the name,
BFSK uses two discrete frequencies to transmit binary (0s and
1s) information. With this scheme, the"1" is called the mark
frequency and the "0" is called the space frequency. The time
domain of an FSK modulated carrier is illustrated in the figures
at the right.



Standards
IEEE = Institute of Electrical and Electronics Engineers. IEEE 802.11 – also known as Wi-Fi or
wireless Ethernet – is a family of standards for wireless local area networks. You may already
use 802.11 technologies to connect a laptop PC to a corporate or home network. In plant
applications, it provides a cost-effective way to link small networks of wireless devices to a
host system or plant local area network (LAN). It can also be used for linking mobile workers'
computers or personal digital assistants (PDAs) to the LAN.
The IEEE 802.15.4 radio standard provides a simple platform for low-cost, low-power, and
high-reliability communication. This standard may provide the physical basis for processindustry standards such as ISA-SP100, Wireless HART, or others.
The IEEE 802.15.4 standard defines two lower layers of the OSI communications model. Its
physical layer is a spread-spectrum radio that operates in the 2.4 GHz band at a rate of 250
kbps. Its medium-access control (MAC) layer supports the three common wireless
topologies used in plant applications: star, mesh, and cluster-tree.



Network topology
The topology of a wireless network is simply the way network components are arranged. It
describes both the physical layout of devices, routers, and gateways, and the paths that data
follows between them.
There are a few types of wireless topologies. But the most common wireless topologies for
in-plant wireless field network applications are:
•Star
•Mesh
•Cluster-tree / fully connected
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The advantage of mesh and cluster-three topology is that the transmitters can communicate
to the receiver through each other. So if there is an obstacle that breaks the signal between
the transmitter and receiver it can be delivered through an other transmitter on the net.
WIRELESS SYSTEM SECURITY

http://www.pipelineandgasjournal.com/hacking-industrial-scada-network

A big problem for vessels now a day is the treat of piracy. You do not want that your vessel is hacked
and can be controlled by people with bad intentions. So the wireless system must be secured for
hacking.
There are a lot of top risk operations that are controlled and monitored by a wireless fieldbus
system. That makes it very important to have a classified security system on the net to prevent
hacking and piracy. The supplier uses a compilation of a few methods to provide a classified security
system. These methods are:






Integrity:
This ensures that data entered into the database is accurate, valid, and consistent. Any
applicable integrity constraints and data validation rules must be satisfied before permitting
a change to the database which concerns all the information about the sensor network.
Encryption:
This is the process of transforming information using an algorithm to make it unreadable to
anyone except those possessing special knowledge, usually referred to as a key. Encryption
has long been used by militaries and governments to facilitate secret communication. This
makes encryption a top classified method used for system privacy.
Authentication:
This is the act of confirming something as authentic, that is, that claims made are true. In the
wireless systems it is usually a username and password.
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WIRELESS INTERFERENCE AND SIGNAL LOSS

Wireless signal disturbance
A wireless signal is a radio signal with a certain frequency which can transport digital and analog
data, e.g. binary data, voices, etc.
There are a few ways that the wireless signal can be disturbed. This can make a big different in the
received information.
The signal has to deal with:




Reflection: is return of signal by an obstacle larger than the wave length without changing
the originally composed frequency.
Diffusion: the change of the spatial distribution of a signal beam when it is deviated in many
directions by an obstacle smaller than the wave length.
Interference: is when two or more waves of the same frequency but different in phase or
direction of propagation overlap each other and changes the signal

Avoiding Interference in the 2.4-GHz ISM Band
As more and more companies produce products that use the 2.4-GHz portion of the radio spectrum,
designers have had to deal with increased signals from other sources. Regulations governing
unlicensed parts of the spectrum state that your device must expect interference.
How can designers get the best performance out of their 2.4-GHz solution under these hostile
conditions? Often the product works in a controlled lab environment but then suffers performance
degradation from the storm of interference from other 2.4GHz solutions in the field. With existing
standards like Wi-Fi, Bluetooth, and ZigBee there is little that can be done beyond what the
architects of the standard provide. But when the designer knows how a protocol works, there are
procedures that will minimize the interference from other sources.
We will examine the various interference management techniques provided by 2.4 GHz wireless
systems. Then we will show how low-level tools can be used to create frequency-stability in a 2.4 GHz
design.
Radio frequency modulation
The two methods for radio frequency modulation in the unlicensed 2.4 GHz ISM band are frequencyhopping spread spectrum (FHSS) and direct-sequence spread spectrum (DSSS). Bluetooth uses FHSS
while WirelessUSB, 802.11b/g/a (commonly known as Wi-Fi), and 802.15.4 (known as ZigBee when
combined with the upper networking layers) use DSSS. All of these technologies operate in the ISM
frequency band (2.400 GHz - 2.483 GHz), which is available worldwide (Figure 2: page 17).
Spread Spectrum Technology
Spread spectrum refers to a wideband radio frequency technique originally developed by the military
for use in reliable, secure, mission-critical communications systems. Spread-spectrum is designed to
trade bandwidth efficiency for reliability, integrity, and security. In other words, more bandwidth is
consumed than in the case of narrowband transmission. But the tradeoff produces a signal that is, in
effect, louder and thus easier to detect, provided that the receiver knows the parameters of the
spread-spectrum signal being broadcast. If a receiver is not tuned properly, a spread-spectrum signal
looks like background noise. There are two types of spread spectrum radio: frequency hopping and
Group: 8
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direct sequence. The illustration in Figure 1 of how frequency hopping and direct sequence systems
use the spectrum is more fully explained below.

Figure 1: Spectrum Use by FHSS (Left) and DSSS (Right) Technologies
Frequency-Hopping Spread Spectrum Technology (FHSS)
Frequency-hopping spread-spectrum (FHSS) uses a narrowband carrier that changes frequency in a
pattern known to both transmitter and receiver. Both the access point and client "hop" between
frequencies based on the same pseudorandom pattern, transferring a piece of data during each hop.
Properly synchronized, the net effect is to maintain a single logical channel. To an unintended
receiver, FHSS appears to be short-duration impulse noise. In Figure 1 the FHSS side of the figure
shows two different hopping sequences and how they use different, small slices of the spectrum for
short periods of time.
Whenever interference corrupts the signal, the devices can resume their data transfer after the next
hop to a new frequency that is clear. Bandwidth drops each time the device encounters a blocked
frequency. However, interference does not break a connection. In the presence of interference, the
connections do not fail and throughput will degrade gracefully. Adaptive hopping (avoiding
frequencies that are known to be blocked) can be used to increase throughput.
The hopping pattern (frequencies and order in which they are used) and dwell time (time at each
frequency) are restricted by most regulatory agencies. All FHSS products on the market allow users to
deploy more than one logical channel in the same area. They accomplish this by implementing
separate channels on different, pseudo-random, hopping sequences. Because there are a large
number of possible sequences in the 2.4 GHz band, FHSS allows many non-overlapping channels to
be deployed in the same space.
Direct-Sequence Spread Spectrum Technology (DSSS)
DSSS transmitters spread the signal over a frequency band that is wider than required to
accommodate the information signal by mapping each bit of data into a redundant bit pattern of
“chips” known as a chipping code. The longer the chipping code used, the greater the probability
that the original data can be recovered (and, of course, the more bandwidth required). Even if one
or more bits in the chip are damaged during transmission, statistical techniques embedded in the
radio can recover the original data without the need for retransmission. At the destination the chips
are mapped back into a bit, recreating the original data. Transmitter and receiver must be
synchronized to operate properly.
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The ratio of chips per bit is called the "spreading ratio". A high spreading ratio increases the
resistance of the signal to interference. To an unintended receiver, DSSS appears as low-power
wideband noise and is rejected (ignored) by most narrowband receivers. A low spreading ratio
increases the net bandwidth available to a user.
In practice, DSSS spreading ratios for wireless LANs are quite small. Virtually all manufacturers of 2.4
GHz products offer a spreading ratio of less than 20. The IEEE 802.11b standard specifies a spreading
ratio of 8.
Several DSSS products in the market allow users to deploy more than one channel in the same area.
They accomplish this by separating the 2.4 GHz band into several sub-bands, each of which contains
an independent DSSS network. Because DSSS truly spreads across the spectrum, the number of
independent (i.e. non-overlapping) channels in the 2.4 GHz band is small. The maximum number of
independent channels for any DSSS implementation on the market is three. The DSSS portion of
Figure 1 shows two separate DSSS channels accessing a wide bandwidth in a time static manner.
Wi-Fi
Wi-Fi uses DSSS, with each channel being 22 MHz wide, allowing up to three evenly-distributed
channels to be used simultaneously without overlapping each other. The channel used by each Wi-Fi
access point must be manually configured; Wi-Fi clients search all channels for available access
points.

Figure 2: Signal comparison of wireless systems operating in the 2.4-GHz band.
Bluetooth
The focus of Bluetooth is ad-hoc interoperability between cell phones, headsets, and PDA's. Most
Bluetooth devices are recharged regularly.
Bluetooth uses FHSS and splits the 2.4 GHz ISM band into 79 1 MHz channels. Bluetooth devices hop
among the 79 channels 1600 times per second in a pseudo-random pattern. Connected Bluetooth
devices are grouped into networks called piconets; each piconet contains one master and up to
seven active slaves. The channel-hopping sequence of each piconet is derived from the master's
clock. All the slave devices must remain synchronized with this clock.
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WirelessUSB
WirelessUSB has been designed as a cable cutter for computer input devices (mice, keyboards, etc)
and is also targeting wireless sensor networks. WirelessUSB devices are not recharged regularly and
are designed to operate for months on alkaline batteries.
WirelessUSB uses a radio signal similar to Bluetooth but uses DSSS instead of FHSS. Each WirelessUSB
channel is 1 MHz wide, allowing WirelessUSB to split the 2.4 GHz ISM band into 79 1 MHz channels
like Bluetooth. WirelessUSB devices are frequency agile, in other words, they use a "fixed" channel,
but dynamically change channels if the link quality of the original channel becomes suboptimal.
ZigBee
ZigBee has been designed as a standardized solution for sensor and control networks. Most ZigBee
devices are extremely power-sensitive (thermostats, security sensors, etc.) with target battery life
being measured in years.
ZigBee also uses a DSSS radio signal in the 868 MHz band (Europe), 915 MHz band (North America),
and the 2.4 GHz ISM band (available worldwide). In the 2.4-GHz ISM band sixteen channels are
defined; each channel occupies 3 MHz and channels are centered 5 MHz from each other, giving a 2MHz gap between pairs of channels.
Collision Avoidance
Along with understanding how each of the technologies work, it is also important to understand how
each technology interacts in homogeneous and heterogeneous environments.
Wi-Fi's collision-avoidance algorithm listens for a quiet channel before transmitting. This allows
multiple Wi-Fi clients to efficiently communicate with a single Wi-Fi access point. If the Wi-Fi channel
is noisy the Wi-Fi device does a random back off before listening to the channel again. If the channel
is still noisy the process is repeated until the channel becomes quiet; once the channel is quiet the
Wi-Fi device will begin its transmission. If the channel never becomes quiet the Wi-Fi device may
search for other available access points on another channel.
Wi-Fi networks using the same or overlapping channels will co-exist due to the collision avoidance
algorithm, but the throughput of each network will be reduced. If multiple networks are used in the
same area it is best to use non-overlapping channels such as channels 1, 6, and 11. This allows each
network to maximize its throughput since it will not have to share the bandwidth with another
network.
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Interference from Bluetooth is minimal due to the hopping nature of the Bluetooth transmission. If a
Bluetooth device transmits on a frequency that overlaps the Wi-Fi channel while a Wi-Fi device is
doing a "listen before transmit", the Wi-Fi device will do a random back off during which time the
Bluetooth device will hop to a non-overlapping channel allowing the Wi-Fi device to begin its
transmission.
Handling Interference in WirelessUSB, ZigBee
In WirelessUSB, each network checks for other WirelessUSB networks before selecting a channel.
Therefore interference from other WirelessUSB networks is minimal. WirelessUSB checks the noise
level of the channel at least once every 50 ms. Interference from a Wi-Fi device will cause
consecutive high noise readings causing the WirelessUSB master to select a new channel.
WirelessUSB peacefully co-exists with multiple Wi-Fi networks, because WirelessUSB is able to find
the quiet channels between the Wi-Fi networks (Figure 3).

Figure 3: Diagram showing the frequency agility of a WirelessUSB design.
ZigBee specifies a collision-avoidance algorithm similar to 802.11b; each device listens to the channel
before transmitting in order to minimize the frequency of collisions between ZigBee devices. ZigBee
does not change channels during heavy interference; instead, it relies upon its low duty cycle and
collision-avoidance algorithms to minimize data loss caused by collisions. If ZigBee uses a channel
that overlaps a heavily used Wi-Fi channel field tests have shown that up to 20% of all ZigBee packets
will be retransmitted due to packet collisions.
What Can Be Done?
When developing Bluetooth, Wi-Fi, or ZigBee, designers must use the methods provided in the
specification. When developing a proprietary system based on 802.15.4, WirelessUSB or other 2.4
GHz radio, designers can use lower-level tools to create frequency agility.
DSSS systems have the most to lose because of the danger of overlapping with another DSSS system.
But there are things DSSS systems can do to obtain the frequency agility of FHSS systems. One
approach is network monitoring. If the DSSS system uses a polled protocol (where packets are
expected at specified intervals) then the master can switch channels after a number of failed
transmit attempts or bad received packets.
Wrap up
Each of the standard 2.4-GHz networking technologies has made design tradeoffs to mitigate the
effects of interference or to avoid it altogether. Designers can create their systems to be frequency
agile either by using the procedures provided by the standard being implemented or by building their
own protocol using the methods mentioned here in conjunction with radio features like RSSI when
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available. While it will never be possible to completely eliminate interference from outside 2.4-GHz
systems, designers can create their systems to be frequency agile.
Adding base stations
You can reduce the interference of your Wi-Fi network by adding more base stations to your
network. Every Wi-Fi standard provides for automatic adjustment of the data rate to channel
conditions; poor links (usually those spanning greater distances) automatically operate at lower
speeds. Deploying additional base stations, particularly in existing areas of poor or no coverage
reduces the average distance between a wireless device and its nearest access point and increases
the average speed. The same amount of data takes less time to send and reduces channel
occupancy.
RADIO SIGNAL PATH LOSS
Radio signal path loss is a particularly important element in the design of any radio communications
system or wireless system. The radio signal path loss will determine many elements of the radio
communications system in particular the transmitter power, and the antennas, especially their gain,
height and general location. The radio path loss will also affect other elements such as the required
receiver sensitivity, the form of transmission used and several other factors.
As a result, it is necessary to understand the reasons for radio path loss, and to be able to determine
the levels of the signal loss for a given radio path.
The signal path loss can often be determined mathematically and these calculations are often
undertaken when preparing coverage or system design activities. These depend on knowledge of the
signal propagation properties.
Accordingly, path loss calculations are used in many radio and wireless survey tools for determining
signal strength at various locations. These wireless survey tools are being increasingly used to help
determine what radio signal strengths will be, before installing the equipment. For cellular operators,
radio coverage surveys are important because the investment in a macro cell base station is high.
Also, wireless survey tools provide a very valuable service for applications such as installing wireless
LAN systems in large offices and other centers because they enable problems to be solved before
installation, enabling costs to be considerably reduced. Accordingly there is an increasing importance
being placed onto wireless survey tools and software.
Signal path loss basics
The signal path loss is essentially the reduction in power density of an electromagnetic wave or signal
as it propagates through the environment in which it is travelling.
There are many reasons for the radio path loss that may occur:
 Free space loss: The free space loss occurs as the signal travels through space without any
other effects attenuating the signal it will still diminish as it spreads out. This can be thought
of as the radio communications signal spreading out as an ever increasing sphere. As the
signal has to cover a wider area, conservation of energy tells us that the energy in any given
area will reduce as the area covered becomes larger.
 Absorption losses: Absorption losses occur if the radio signal passes into a medium which is
not totally transparent to radio signals. This can be likened to a light signal passing through
transparent glass.
 Diffraction: Diffraction losses occur when an object appears in the path. The signal can
diffract around the object, but losses occur. The loss is higher the more rounded the object.
Radio signals tend to diffract better around sharp edges.
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Multipath: In a real terrestrial environment, signals will be reflected and they will reach the
receiver via a number of different paths. These signals may add or subtract from each other
depending upon the relative phases of the signals. If the receiver is moved the scenario will
change and the overall received signal will be found vary with position. Mobile receivers (e.g.
cellular telecommunications phones) will be subject to this effect which is known as Rayleigh
fading.
Terrain: The terrain over which signals travel will have a significant effect on the signal.
Obviously hills which obstruct the path will considerably attenuate the signal, often making
reception impossible. Additionally at low frequencies the composition of the earth will have
a marked effect. For example on the Long Wave band, it is found that signals travel best over
more conductive terrain, e.g. sea paths or over areas that are marshy or damp. Dry sandy
terrain gives higher levels of attenuation.
Buildings, vessels and vegetation: For mobile applications, buildings and other obstructions
including vegetation have a marked effect. Not only will buildings reflect radio signals, they
will also absorb them. Cellular communications are often significantly impaired within
buildings and vessels. Trees and foliage can attenuate radio signals, particularly when wet.
Atmosphere: The atmosphere can affect radio signal paths. At lower frequencies, especially
below 30 - 50MHz, the ionosphere has a significant effect; reflecting (or more correctly
refracting) them back to Earth. At frequencies above 50 MHz and more the troposphere has
a major effect, refracting the signals back to earth as a result of changing refractive index. For
UHF broadcast this can extend coverage to approximately a third beyond the horizon.

These reasons represent some of the major elements causing signal path loss for any radio system.
Predicting path loss
One of the key reasons for understanding the various elements affecting radio signal path loss is to
be able to predict the loss for a given path, or to predict the coverage that may be achieved for a
particular base station, broadcast station, etc.
Although prediction or assessment can be fairly accurate for the free space scenarios, for real life
terrestrial applications it is not easy as there are many factors to take into consideration, and it is not
always possible to gain accurate assessments of the effects they will have.
Despite this there are wireless survey tools and radio coverage prediction software programme’s
that are available to predict radio path loss and estimate coverage. A variety of methods are used to
undertake this.
Most path loss predictions are made using techniques outlined below:
 Statistical methods: Statistical methods of predicting signal path loss rely on measured and
averaged losses for typical types of radio links. These figures are entered into the prediction
model which is able to calculate the figures based around the data. A variety of models can
be used dependent upon the application. This type of approach is normally used for planning
cellular networks, estimating the coverage of PMR (Private Mobile Radio) links and for
broadcast coverage planning.
 Deterministic approach: This approach to radio signal path loss and coverage prediction
utilizes the basic physical laws as the basis for the calculations. These methods need to take
into consideration all the elements within a given area and although they tend to give more
accurate results, they require much additional data and computational power. In view of
their complexity, they tend to be used for short range links where the amount of required
data falls within acceptable limits.
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The weakening of signal strength is largely due to the properties of the medium that the
wave is passing (through). Here is a table showing attenuation levels for different materials:
Materials
Air
Wood
Plastic
Glass
Tinted glass
Water
Living
creatures
Bricks
Plaster
Ceramic
Paper
Concrete
Bulletproof
glass
Metal

Degree of
attenuation
None
Low
Low
Low
Medium
Medium
Medium

Examples
Open space, inner courtyard
Door, floor, partition
Partition
Untinted windows
Tinted windows
Aquarium, fountain
Crowds, animals, people, plants

Medium
Medium
High
High
High
High

Walls
Partitions
Tiles
Rolls of paper
Load-bearing walls, floors, pillars
Bulletproof windows

Very high

Reinforced concrete, mirrors, metal
cabinet, elevator cage

These wireless survey tools and radio coverage software packages are growing in their capabilities.
However it is still necessary to have a good understanding of radio propagation so that the correct
figures can be entered and the results interpreted satisfactorily.
Link Budget
When designing a complete, i.e. end to end radio communications system, it is necessary to calculate
what is termed the link budget. The link budget enables factors such as the required antennas gain
levels, radio transmitter power levels, and receiver sensitivity figures to be determined. By assessing
the link budget, it is possible to design the system so that it meets its requirements and performs
correctly without being over designed at extra cost.
Link budgets are often used for satellite systems. In these situations it is crucial that the required
signal levels are maintained to ensure that the received signal levels are sufficiently high above the
noise level to ensure that signal to noise levels or bit error rates are within the required limits.
However larger antennas, high transmitter power levels that required add considerably to the cost,
so it is necessary to balance these to minimize the cost of the system while still maintaining
performance.
In addition to satellite systems, link budgets are also used in many other radio communications
systems. For example, link budget calculations are used for calculating the power levels required for
cellular communications systems, and for investigating the base station coverage.
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Link budget style calculations are also used within wireless survey tools. These wireless survey tools
will not only look at the way radio signals propagate, but also the power levels, antennas and
receiver sensitivity levels required to provide the required link quality.
What is link budget?
As the name implies, a link budget is an accounting of all the gains and losses in a transmission
system. The link budget looks at the elements that will determine the signal strength arriving at the
receiver. The link budget may include the following items:
 Transmitter power.
 Antenna gains (receiver and transmitter).
 Antenna feeder losses (receiver and transmitter).
 Path losses.
 Receiver sensitivity (although this is not part of the actual link budget, it is necessary to know
this to enable any pass fail criteria to be applied.
Where the losses may vary with time, e.g. fading, and allowance must be made within the link
budget for this - often the worst case may be taken, or alternatively an acceptance of periods of
increased bit error rate (for digital signals) or degraded signal to noise ratio for analogue systems.
Antenna gain and link budget
The basic link budget equation where no levels of antenna gain are included assumes that the power
spreads out equally in all directions from the source. In other words the antenna is an isotropic
source, radiating equally in all directions.
This assumption is good for theoretical calculations, but in reality all antennas radiate more in some
directions than others. In addition to this it is often necessary to use antennas with gain to enable
interference from other directions to be reduced at the receiver, and at the transmitter to focus the
available transmitter power in the required direction.
In view of this it is necessary to accommodate these gains into the link budget equation as they have
been in the equation above because they will affect the signal levels - increasing them by levels of
the antenna gain, assuming the gain is in the direction of the required link.
Effect of multipath propagation
For true free space propagation such as that encountered for satellites there will be no noticeable
reflections and there will only be one major path. However for terrestrial systems, the signal may
reach the receiver via a number of different paths as a result of reflections, etc that will occur as a
result of the objects around the path. Buildings, trees, objects around the office and home can all
cause reflections that will result in the signal variations.
The multipath propagation will cause variations of the signal strength when compared to that
calculated from the free space path loss. If the signals arrive in phase with the direct signal, then the
reflected signals will tend to reinforce the direct signal. If they are out of phase, then they will tend
to cancel the signal. If either the transmitter or receiver moves, then the signal strength will be seen
to vary as the relative strengths and phases of the different signals change.
In order to allow for this in a link budget, a link margin is added into the equation to allow for this.
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CHALLENGES OF WIRELESS CONTROL IN PROCESS INDUSTRY
There has been tremendous interest in the research and development of wireless technology. In
general wireless for the control industry is not a new topic. Many industry organizations, such as
WINA, ZigBee, and ISA have been researching wireless technology for years. There is a set of
challenges that we have to overcome to apply wireless to process industry controlling, such as
security, robustness, delay, and power. For vessels there are even more challenges, e.g. closed steel
compartment, other (marine) communication systems, etc.
Process control networks and their wireless counterparts
There are three levels of networks in a typical process control system as shown in Figure 4. Figure 5
depicts its projected wireless counterpart. At the bottom of Figure 4 are control networks that
physically manage the plant process. The controllers are connected with the devices, including both
sensors and actuators, via the control networks. The controller reads data from the sensors and
writes and reads data to/from the actuators. The network protocols are usually industry standards
that provide real-time support and have high predictability and reliability. The range is short and the
data size is small. The wireless network at this level is usually called sensor network.
We call the middle-level network an area asset control network. It connects controllers that control
devices in the field and workstations that interface with the user. Area asset control networks carry
user interaction data for configuration, control command, monitoring, and diagnostics. It has less
timing requirements, but still needs good reliability. The range is longer and the data size is bigger
than for the sensor network. Area asset control networks are a proprietary protocol that utilizes
industry communication standards or industry standards such as Ethernet. Since it is not immediately
connected to the field devices, we might use commercial wireless networks, such as wireless
Ethernet, as its replacement. Challenges for wireless network at this level are mostly the same as
those for commercial networks.

Figure 4: A Process Control System
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At the top level is the corporate office network that the control network happens to be connected to.
It is the gateway to other corporate systems like accounting, inventory, management decision
systems, etc. Its wireless counterpart is the commercial wireless Ethernet network. There are no
special wireless challenges with regard to process control at this level. Of course, connecting control
networks to office networks poses security concerns.

Figure 5: A Combined Wireless/Wired Process Control System

Challenges for wireless applications are well documented; challenges for wireless applications for
process control are also studied extensively. Major industrial organizations that push for wireless
adoption have been established for quite a while, such as WINA, ZigBee, ISA Wireless Systems for
Automation, wireless HART, etc. Some of the issues related to wireless become more important for
process control, such as security, robustness, and power. Security becomes more and more
important for social reasons. Connecting the control system to the Web aggravates the concern. ISA’s
SP99 Committee has defined a common set of information security requirements for control systems
that users and vendors alike can reference. Robustness, including reliability and safety, is a concern
because the interference in the process field and the consequence of a failure are much worse.
Robustness in many environments that are common in a plant may require a powerful antenna, but
higher transmission power poses danger in inflammable space in addition to longer interference
ranges. Battery replacement is also more difficult in a plant environment.
Process control with sensor networks
Sensor network studies concentrate on system monitoring. The majority of wireless systems in the
field play an auxiliary role to the existing control system. They collect additional data that the control
system does not provide. The term "sensor network” unintentionally limited its scope to sensing
only. To perform control we need actuators; we need networks of sensors and actuators. Using
sensor network to control process poses technical challenges. The benefit of replacing wires in a
process plant is huge and people will always want to apply control over wireless.
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Figure 6: Sensor Networks in Process Control System (Large System)

Figure 7: Sensor Networks in Process Control System (Small System)
Figure 6 illustrates a possible sensor network in a large control system; figure 7 illustrates a possible
small control system, which uses less controllers and work stations. To achieve process control, the
fieldbus network communication and associated control function and scheduling are designed to be
fully predictable. There is no traffic interference or variation in control organization. Other than a
security concern, many technical issues must be resolved for wireless control.




Temporary interference: Sensor networks use the open air as communication medium.
Whatever happens in open air can cause interference to the data transmission. Events such
as the weather, people and things moving around, and other wireless signals can interfere
with transmissions. Temporary interference impacts timely data transmission which directly
challenges the objective of real-time process control.
Permanent interference: Once a fieldbus is deployed, it will function throughout the lifetime
of the control system. A deployed wireless control network however, must be reconfigured
through its life cycle. The communication between two nodes may change permanently due
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to addition or removal of wired and wireless field devices that are not related to the wireless
network.
Power usage: Power issues related directly to real-time control include the contingency
handling of power outage, data transmission delay variance due to battery levels, etc.

Beyond duplicating what fieldbus could do, sensor networks open up new possibilities and so new
challenges for real time control. One of the next steps is to connect the sensor network directly to
the user workstation instead of the dedicated controller. As shown in Figure 7, for small systems
there will be no controllers and the devices talk directly to the workstations which also run user
applications. In the future, every operating system should have some flavor of a real-time operating
system. As shown in Figure 6, for large system, the controllers still are required for control
coordination and data processing and servicing, e.g., alarm management and history data collection.
Fieldbus and sensor network differ in many ways. While sensor network is essentially less robust, it
compensates with multipath capability. Also low cost and higher communication speed than are
available with fieldbus networks mean more devices could be deployed and more process data could
be monitored and controlled.
To simply mimic fieldbus, sensor network must synchronize all the nodes so that data could be timestamped with the global clock, a central node must coordinate all the data traffic. This increases the
complexity of a sensor, which goes against the other goals of sensor network: to reduce cost, reduce
energy consumption, and have plenty of small sensors/actuators. A better question could be asked:
how could sensor network achieve the same level or even better process control compared with
fieldbus? Is there an approach different from that of the fieldbus? To answer this question, we
should understand what the goal of process control is.

Figure 8: Tank Level Control with a wired Fieldbus
Figure 8 is an example of a plant process and a fieldbus solution. The input pipe fills the tank at a rate
based on the upstream process operation. The goal is to keep the tank fluid within a level range by
controlling the output flow. The controller receives tank level value via the fieldbus from the level
transmitter and sends valve position value via the fieldbus to the valve. In many process plants,
significant loss will occur if the tank level exceeds upper or lower range limits.
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Figure 9: Tank Level Control with a wireless Fieldbus Sensor Network

Figure 9 applies sensor network to achieve the same goal. The challenge is if we could beat the
performance of the system in Figure 8 by using more sensors in field devices and make use of other
current and future technologies of sensor network. Additional or redundant measurements can be
built into the next generation of field devices, e.g., flow and upstream pressure measurement as part
of the control valve. Maybe a new control paradigm could emerge.
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CHALLENGES WITH THE WIRELESS FIELDBUS SYSTEM ON VESSELS
POWER
On vessels we can divide the sensors in three categories:




Devices that needs constant monitoring (e.g.: temperatures of lubrication oil)
Devices that can be monitored on intervals
Devices that give information when you want to (e.g.: bunker levels)

How to power the actuators and sensors:





By batteries
By the net
By vibrations
By solar energy cells

The last two are still in development.
Devices that needs constant monitoring
The wireless sensors still using regular batteries, this means when they are empty they need to be
replaced. This means that if every sensor is converted to wireless sensor you will need two people
that are replacing batteries every day. The battery can be used for approximately a half year. This is
not a good idea for a vessel, especially when we are trying to get as few people on a vessel as
possible. So we need an alternative power supply. This could be by the main power system,
vibrations or solar energy cells. The only problem with the solar energy cells is that the devices which
are on hard to reach places, are in places that are likely to be dark. So this will not work for these
sensors.

Devices that can be monitored on intervals and devices that gives the information on
demand
The devices that need to send its information every thirty minutes, for example, can go for two to
five years on batteries depending on how many times it has to be used.

SIGNAL LOSS



Is it possible to place everywhere wireless devices on a vessel?
How will the wireless signal react on multiple steel walls and closed compartments?

There are no research results to these problems, because, at this time, you cannot find a wireless
fieldbus system on board of vessels. Only wired fieldbus systems and wireless Ethernet for
commercial use.
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CONCLUSIONS
To give an answer to the question: “In what way can the wireless fieldbus systems be applied in
merchant vessels?” we had to research several sub questions.
Fieldbus (generally)
At first we had to find out what a fieldbus system is.
A fieldbus is an industrial computing network for process controlling. It replaces the multi-core wires,
cable looms, etc. The advantages of a fieldbus system are:




Cable elimination, which results in reducing wiring, connections, etc.
Speedier commissioning
Fewer fault opportunities

These advantages will result in a significant reduction of costs.
Types
There are over a hundred types of fieldbus systems. Most of the fieldbus systems have been
developed and supported by specific PLC manufacturers.
The most common type of fieldbus systems on board of vessels is the Profibus system.
Wireless Communication
To gain knowhow of a wireless fieldbus system we had to research the working of different wireless
communication systems. The most used wireless systems are ZigBee, Wi-Fi PAN and Bluetooth. The
optimal system for a wireless fieldbus system is ZigBee.
Wireless Fieldbus Systems
Because of the fast development of the wireless fieldbus systems there are a lot of different
standards. The most important standards, which are used by the well-known fieldbus manufacturers,
are:




ISA 100
WirelessHART
WIA-PA

The idea for the future is to make one standard for all of the wireless fieldbus systems.
All of the different wireless fieldbus systems make use of the 2.4 GHz band. This is the worldwide
radio signal band that Wi-Fi and ZigBee uses.
The set-up of a wireless system can vary. This depends on the purpose of the system. There are
several arrangements (topology) of a system. The common topologies are:




Star
Mesh
Cluster-three/fully connected

Group: 8

30

Fieldbus: Why wireless?
All the wireless communication will be secured with different security methods to insure that the
system will not be hacked.
Interference and Signal Loss
Interference and signal loss can be caused by many factors. Only in the free space scenario is the
calculation straightforward. In a terrestrial environment there are many factors that affect the actual
RF path loss. When planning any radio or wireless system, it is necessary to have a broad
understanding of the elements that give rise to the path loss, and in this way design the system
accordingly.
Link budget calculations are an essential step in the design of a radio communications system. The
link budget calculation enables the losses and gains to be seen, and devising a link budget enables
the apportionment of losses, gains and power levels to be made if changes need to be made to
enable the radio communications system to meet its operational requirements. Only by performing a
link budget analysis is this possible.
Process control
Depending on the purpose of the process control system there are a lot of solutions to apply a
wireless fieldbus system.
The system can partly be wired (with a fieldbus) and partly wireless or you can choose for a total
wireless system.
Challenges
To apply a wireless fieldbus system on a vessel there are several challenges to overcome:





Powering devices
Interference and signal loss
Communication security
Write a standard for wireless fieldbus systems, so you can make one network in which all the
different devices can be applied.

We will see in the future if a wireless fieldbus system is a solution to control several systems on
board.
Advantages and disadvantages of a wireless fieldbus system
Advantages:







Cable elimination
Speedier commissioning
Fewer fault opportunities
Lower costs
Easy to add new actuators and sensors to the system
Monitoring everywhere with the use of a wireless PDA or Laptop

Disadvantages:


There is a chance of interference in the signal, but this can be eliminated with the correct
settings and placements of the wireless devices, gateways and routers.
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When a wireless actuator or sensor uses batteries for its power, the batteries need to be
replaced once at a time. With a large system, this will be a day-task for two men.

MAIN QUESTION
This all brings us to the answer of our main question: “In what way can the wireless fieldbus system
be applied in merchant vessels?”
It is possible to apply a wireless fieldbus system on board of a merchant vessel, if all the challenges
can be solved and if a wireless fieldbus system is well engineered, precisely placed and well secured.

EXPLANATION OF RELEVANT TERMS, EXPRESSIONS AND
ABBREVIATIONS
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Actuator: is a mechanical device for moving or controlling a mechanism or system.
AFH: Adaptive Frequency Hopping
BFSK: Binary FSK
Cable loom/harness: is a string of cables and/or wires which transmit informational signals or
operating currents.
CCK: Complementary Code Keying
Contactor: is an electrically controlled switch used for switching a power circuit.
DCS: Distributed Control System
DSSS: Direct-Sequence Spread Spectrum
Encoder: is a device, circuit, transducer, software program, algorithm or person that converts
information from one format or code to another.
FCC: Federal Communications Commission
FEC: Forward Error Correction
FHSS: Frequency-Hopping Spread Spectrum
FM: Frequency Modulation
FSK: Frequency-Shift Keying modulation
Gain: is a measure of the ability of a circuit to increase the power or amplitude of a signal from the
input to the output.
Hertz: is the SI unit of frequency defined as the number of cycles per second of a periodic
phenomenon.
IEEE: Institute of Electrical and Electronics Engineers
ISA: Instrumentation, Systems, and Automation Society
LAN: Local Area Network
MAC: Medium-Access Control
Network topology: is the layout pattern of interconnections of the various elements (links, nodes,
etc.) of a computer network.
Node: in communication networks, a node (Latin: nodus, ‘knot’) is a connection point, either a
redistribution point or a communication endpoint (some terminal equipment).
OFDM: Orthogonal frequency-division multiplexing
Piconet: is an ad-hoc computer network.
PLC: programmable logic controller
PMR: Private Mobile Radio
PN: Pseudorandom Noise
Real time: ‘live’, user can exchange information instantly
RF: Radio Frequency
RSSI: Receive Strength Signal Indicator
Sensor: is a device that measures a physical quantity and converts it into a signal which can be read
by an observer or by an instrument.
Standard: Written definition, limit, or rule, approved and monitored for compliance by an
authoritative agency or professional or recognized body as a minimum acceptable benchmark.
Wi-Fi: Wireless Fidelity
WINA: Wireless Industrial Networking Alliance
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